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[bookmark: _Toc255915817][bookmark: _Toc531095517]Executive Summary
The goal of this report is to discuss security options that approach today’s standards and apply them to legacy systems and infrastructure in a way that minimizes or obviates harm to current Emergency Alerting Systems (EAS). The challenge is limiting harm when applying new security protocols to existing systems. 
During our review process, we defined three possible paths:
1. Modify existing services as they are today.  
2. Extending existing services to support security solutions knowing that some legacy equipment would not support the new security protocols and would need to replacement.
3. Replace current systems with new solutions that meet today’s technological capabilities.
We chose the middle path as the working group felt that modifying current services as they exist today would not meet the minimum-security requirements necessary for EAS. Replacing the current system in place is impractical at this time and beyond the scope of the report.
A number of security issues were explored, with techniques to mitigate them and the report has made a number of recommendations.  It must be understood that, while security is critical, applying security to legacy systems does not come free.  Ultimately, we strongly believe the addition of security to current EAS is critical and the benefits of security far outweigh the cost for EAS.
This report is not intended to provide specific design solutions to existing systems/services, but rather address the breadth and depth of areas for further technical and policy exploration.   Adequate time should be included prior to and as part of any possible FCC Report and Order to adequately address the impacts to users and any system/service implementation time periods. 
[bookmark: _Toc531095518][bookmark: _Toc255915818]Definitions

	Activate: (verb) Describes the process of originating the transmission of the EAS header codes, attention signal, emergency message and EOM code that also complies with the visual message requirements of 47 C.F.R. § 79.2(a)(2).


	Authority: (noun) Describes the source of responsibility and the right to activate or request activation of an emergency alert on the relay network, utilizing the traditional or legacy EAS dissemination or the Common Alerting Protocol. The source of authority for EAS and WEA resides with federal, state, county and local emergency management and public safety officials as outlined in EAS plans and WEA rules.


	Alert: (verb) A communication on something that has a known potential to happen and poses a public safety risk; an encompassing term that includes advisories, watches and warnings.  The following definitions for Statement, Advisory, Watch, and Warning are intended to be generic.  For example, NOAA’s National Weather Service (NWS) has specific definitions for weather and hydrologic alerts which use these terms[footnoteRef:1]. [1:  See the NWS glossary at http://weather.gov/glossary and http://weather.gov/directives/010/010.php for details and policy on NWS use of these terms.] 

· Statement: A message containing follow up information to a warning, watch, or emergency.
· Watch: A communication on an imminent but not current emergency hazard or threat.
· Warning: A communication that encourages recipients to take immediate protective actions appropriate to some emergency hazard or threat.
· For Wireless Emergency Alerts (WEA), FCC rules define the following classes of alerts:
· Presidential: Alerts issued by the President
· Imminent Threat: Alerts involving imminent threats to safety or life
· Amber Alert: Urgent bulletin in the most serious child-abduction cases
· Public Safety Message: An essential public safety advisory that prescribes one or more actions likely to save lives and/or safeguard property

Capability: (noun) An attribute describing the technical ability of an entity, possessing the equipment to activate code and analog or CAP message, upon the request of an authorized entity, on the relay network. This ability may reside with a government agency, a CAP vendor who provides this service or a broadcast entity. This relationship structure is outlined in the EAS plan.


	Closed Circuit Test: (noun) Tests that do not reach the public, but do allow for reception by EAS participants for logging and evaluation.


	Gatekeeper: (noun) The entity, as identified in the EAS plan, having ultimate authority to request activation (e.g. state/local emergency management, state police and local public safety) and the responsibility to ensure that the requested activations meet the standards of acceptability as to not saturate the system with unwarranted activations.


	Notification/General Information: (noun) A communication relaying general information not related specifically to a public safety threat, such as general preparedness information

Originator: (noun) Refers to the authorized party who requests the activation of the legacy EAS, CAP message, or WEA. It specifically refers to the ORG code outlined in 47 C.F.R. § 11.31.

Public Key Infrastructure: (noun) (PKI) is a set of roles, policies, and procedures needed to create, manage, distribute, use, store, and revoke digital certificates and manage public-key encryption.


	Relay Network: (noun) Describes the links and paths from warning origination points to EAS Participants for analog and CAP messages.


	Response: (verb) A descriptive for the actions an emergency management asset brings to bear to manage an emergency to a quick and successful outcome.

Translation: (verb) The act of turning into a different language. 

Wireless Emergency Alert: (noun) WEA is a public safety system that allows customers who own certain wireless phones and other enabled mobile devices to receive geographically-targeted, text-like messages alerting them of imminent threats to safety in their area.



[bookmark: _Toc531095519]Introduction
Methods used for alerting have expanded rapidly over the years. Twenty years ago, most alerts came from either sirens or radio and television broadcast-based EAS. Now, alerts come from a variety of platforms and communications methods. 

Without a doubt, EAS and WEA are the two of the most critical alerting channels.  EAS remains the backbone of alerting, using interrupted radio and TV broadcasts to reach very large audiences. CSRIC VI WG2 completed a report on “Comprehensive Re-imagining of Emergency Alerting”[footnoteRef:2]. In that report, it was pointed out the importance of sending relevant emergency information in a timely fashion to the targeted individuals in an affected area in a secured manner.  [2:  https://www.fcc.gov/file/14204/download] 


Like other cyber-enabled services, EAS is subject to cyber threats that may prevent its use or damage the credibility of the service it provides. To ensure public safety, it is important to ensure that EAS is generated by an authorized Alert Originator (AO) and it has not been modified since its generation as it is presented to its target audience.

This report reviews some potential EAS security attacks and recommends techniques to mitigate them.
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[bookmark: _Toc531095560]Table 2 - CSRIC VI Structure
	COMMUNICATIONS SECURITY, RELIABILITY AND INTEROPERABILITY COUNCIL VI

	
Working Group 1: Transition Path to NG911 



Chair: Mary Boyd, West Safety Services

FCC Liaisons:  Tim May and John Healy
	
Working Group 2: Comprehensive Re-imagining of Emergency Alerting 
Chair: Farrokh Khatibi, Qualcomm Technologies, Inc.

FCC Liaisons: Steven Carpenter and Austin Randazzo 

	
Working Group 3:  Network Reliability and Security Risk Reduction 

Chair: Travis Russell, Oracle 

FCC Liaisons:  Steven McKinnon and Vern Mosley



 
[bookmark: _Toc531095521]Working Group 2 Team Members

Working Group 2 consists of the members listed in Table 3.
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* CSRIC Members

The Working Group members had an option to nominate an alternate to participate in the discussions when they were unavailable. Although these alternates are not a member of the Working Group and may not vote, they provided valuable input towards the completion of this report that should be acknowledged. Working Group 2 alternate members are listed in Table 4.
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[bookmark: _Toc255915820][bookmark: _Toc531095523]Objective
It is critical to send the relevant emergency information in a timely fashion to the targeted individuals in an affected area in a secured manner. CSRIC VI WG2 completed a report on Comprehensive Re-imagining of Emergency Alerting[footnoteRef:3]. The objective of this report is to focus on the security aspects of EAS. [3:  https://www.fcc.gov/file/14204/download] 


Furthermore, FCC has asked specific requests of this WG in “Amendment of Part 11 of the Commission's Rules Regarding the Emergency Alert System; Wireless Emergency Alerts (FCC)”[footnoteRef:4]. This report provides some information to help FCC in future rule making. [4:  https://www.fcc.gov/document/fcc-promotes-emergency-alert-reliability-0] 

[bookmark: _Toc514923056][bookmark: _Toc514924137][bookmark: _Toc515538760][bookmark: _Toc514923057][bookmark: _Toc514924138][bookmark: _Toc515538761][bookmark: _Toc514923058][bookmark: _Toc514924139][bookmark: _Toc515538762][bookmark: _Toc255915821][bookmark: _Toc531095524] Scope
CSRIC VI WG2 investigated authentication of EAS through digital signatures for the Internet-based IPAWS using CAP in all messages received by EAS Participants to ensure that the alert retransmitted by an EAS Participant was generated by an authorized Alert Originator (AO) and has not been modified since its generation.  This requirement should be expanded to all CAP messages received and retransmitted by an EAS Participant.
[bookmark: _Toc514923060][bookmark: _Toc514924141][bookmark: _Toc515538764][bookmark: _Toc514923061][bookmark: _Toc514924142][bookmark: _Toc515538765][bookmark: _Toc514923062][bookmark: _Toc514924143][bookmark: _Toc515538766][bookmark: _Toc514923063][bookmark: _Toc514924144][bookmark: _Toc515538767][bookmark: _Toc514923064][bookmark: _Toc514924145][bookmark: _Toc515538768][bookmark: _Toc514923065][bookmark: _Toc514924146][bookmark: _Toc515538769][bookmark: _Toc514923067][bookmark: _Toc514924148][bookmark: _Toc515538771][bookmark: _Toc514923068][bookmark: _Toc514924149][bookmark: _Toc515538772][bookmark: _Toc514923069][bookmark: _Toc514924150][bookmark: _Toc515538773][bookmark: _Toc514923070][bookmark: _Toc514924151][bookmark: _Toc515538774][bookmark: _Toc514923071][bookmark: _Toc514924152][bookmark: _Toc515538775][bookmark: _Toc514923072][bookmark: _Toc514924153][bookmark: _Toc515538776][bookmark: _Toc255915830][bookmark: _Toc531095525]Background
[bookmark: _Hlk498325742][bookmark: _Toc255915831]This section provides some background on Emergency Alerting systems (EAS). Much of this information is extracted from CSRIC VI WG2 report on Comprehensive Re-imagining of Emergency Alerting[footnoteRef:5]. [5:  https://www.fcc.gov/file/14204/download] 

[bookmark: _Toc510430336][bookmark: _Toc510430392][bookmark: _Toc531095526]Emergency Alert System (EAS)
EAS participation is coordinated across Federal oversight, FEMA, NOAA guidance, Individual State Plans, Broadcast and MVPD participation as well as local/franchise authority of some EAS alerts.  Unfortunately, the EAS system does have some limitations that this document suggests cause over-alerting fatigue.  There is also confusion of alerts for many viewers/listeners that has become apparent over the past few years which may cause under-alerting.  The proposals within this document will not only re-vitalize EAS, but are critical to retain current EAS participation beyond the current minimum FCC requirements.

EAS has two major use cases.  The first derives from a requirement to provide for Presidential access to commercial communications during “a state of public peril or disaster or other national emergency”[footnoteRef:6] reiterated most recently in the FCC report on the 2017 National Periodic Test: “The EAS is designed primarily to provide the President with the capability to communicate via a live audio transmission to the public during a national emergency.”[footnoteRef:7]  To this end, FEMA maintains a Primary Entry Point (PEP) System using a primarily AM-radio-based backbone, which can feed broadcast Radio and TV, cable systems, and satellite services, The PEP system and EAS is designed to serve as a resilient backup to more sophisticated internet or other digital distribution systems, and to provide the possibility of communications when the more complex infrastructure of modern communication methods is not available.[footnoteRef:8]   [6:  Section 706 of 47 U.S.C. 606, War Powers of President, June 19, 1934]  [7:  Report: September 27, 2017 Nationwide EAS Test April 2018, Public Safety and Homeland Security Bureau]  [8:  An Emergency Alert System Best Practices Guide– Version 1.0, FEMA,  https://www.fema.gov/media-library-data/20130726-1839-25045-9302/eas_best_practices_guide.pdf] 


The typical day to day use of the EAS system, however, is by the NWS, and state, territorial, tribal, and local, governments; issuing thousands of alerts per year for such matters as severe weather, child abductions, and local emergencies. EAS alerts can also be initialed directly by EAS Participants such as radio, TV, and others.  Testing also occurs, weekly, and monthly at the state, local, or individual EAS participant level, or less often at the national level by FEMA. 
 
EAS is defined by Part 11 of the FCC rules.  It was first deployed in 1997, based in large part on the NOAA Weather Radio Specific Area Message Encoding (WRSAME) protocol. EAS data is encoded in a format that can easily be sent over voice grade or better audio channels, using the same frequency-shift keying format used by the NOAA weather radio (NWR) network.  The national Emergency Action Notification message can only be originated by the President using FEMA resources. The EAS system is also available for use by state and local authorities for other types of emergencies, using various distribution systems, and by NOAA using NWR.

The FCC mandated that its licensees add the capability to receive EAS alerts using the CAP in 2012.  When directed at the EAS system, CAP is used to encapsulate an EAS message.  Some of the CAP data elements are used to define an EAS message, which is then converted to the EAS protocol and transmitted by the EAS participant in the EAS format, using the traditional EAS data elements: originator type, event code, location list, start time, and duration.  Text from the CAP message can be used to generate text data for video screens or crawls (though it is not transmitted as part of the EAS message), and audio can be sourced from data referenced by, or included in, the CAP message.  

The FCC requires for all messages that originator type, event code, location list, start time, and duration.  As this information should be a duplicate of the CAP derived text, removing the requirement to use the traditional EAS text will allow the audience to receive actionable localized information more quickly without duplication.  However, this places a responsibility on the alert originator to provide all the required information.  

While the CAP information is more “rich” than the original EAS provided for, much of the CAP message extended data is lost once the message is converted to EAS, including alternate languages, message text, pictures, video, maps, etc.  EAS participants are required to receive EAS messages in both the Internet Protocol (IP) CAP wrapper format, and in the original over-the-air analog audio relay format.

There are several problems that result from the “down sampling” of CAP to EAS, including de-duplication, loss of support for multiple languages and text.

One way to move into the future would be to leverage CAP data not currently available in native EAS format.  This could be done by removing the requirement to relay messages received in the native EAS format or by delaying the relay of EAS alerts in order to search for a matching CAP message.  The delay of EAS alerts was recently clarified by the FCC which allows for a search of a matching CAP message.  Using the above methods, all EAS participants could obtain access to CAP data for any message they send, including:
· Rich media
· Improved audio quality
· Polygon-based locations
· Message authentications via digital certificates
· Message Cancellation
· Multiple Languages.  At the present time, the National Periodic Test is specifically excluded, which will continue to cause issues for additional languages at the national level.
However, removing the requirement to relay messages received in the native EAS format is counter to one of the main purposes of EAS- resiliency to ensure the system works “under all conditions” in the case of a Presidential-level (Emergency Action Notification) EAN.  The need for resiliency was demonstrated by the widespread internet and radio communication outages experienced in Puerto Rico during the 2018 Hurricane season.  

Removing the requirement to relay messages received in the native EAS format would also avoid the alert disambiguation problem that would occur when receiving EAS messages from NOAA Weather Radio and CAP for the same alert as described in section 6.3.1.5.  Locations listed in an alert may be subsetted by local NOAA Weather Radio transmitters which are designed to serve their local listening audience.  Also, current EAS and NOAA Weather Radio allows a maximum of 31 locations for a single alert.  CAP has no such limitations.  

If we are to retain an impaired communication capability along with access to enhanced features, a hybrid approach can be used.  We can retain the EAN capabilities for national emergencies, while relying on native CAP messages for day to day emergencies.  

There have been several attempts to define extensions to the legacy EAS protocol so that we can have some of the advantages given by CAP:
· Allowing for more than the currently allowed 31 location codes
· Allow for inclusion of polygons
· Add a language code
· Add a unique “alert identifier” code
· Add a URL link to more data
· Add a year to the date code
· Add a cancel capability
· Add a “test alert” indicator or code
All of these have one or more areas of concern, such as:
· Breaks compatibility with WRSAME protocol as deployed in EAS.
· Implementation by NOAA potentially breaks compatibility with millions of consumer weather radios without engaging industry and government in significant research and testing.
· Trade-off between Increasing the length of the “non-human audio” portion of the alert or reducing the amount of enhanced data available
· Reduces message resiliency. In this context, message resiliency means the effect on the ability of the message to traverse the system; longer messages are at greater risk.
· Communication channel necessary to obtain the extended information may be unavailable. 
· The ability to mark any analog EAS message as a test message.
[bookmark: _Toc515538792][bookmark: _Toc514923083][bookmark: _Toc514924164][bookmark: _Toc515538795]A close look needs to be taken at the desirability of retaining EAS AFSK in its current state, trying to extend it to include some new features, relegating it to EAN/NPT/RMT/RWT only, changing the transmission format to increase data throughput; or dropping the analog system entirely and accepting an internet or the internet augmented with satellite or other suitable technology solution.
[bookmark: _Toc517158831][bookmark: _Toc529794453][bookmark: _Toc531095527]Need to Address Open EAS Issues
While the above sections describe a re-imagining of EAS, significant issues remain unaddressed that are critical to retain current EAS participation.  The Working Group reviewed information from prior CSRIC reports, as well as information presented by its own subject matter experts, regarding EAS issues which remain open and need to be addressed before implementation of a reimagined EAS.   
[bookmark: _Toc517158832][bookmark: _Toc529794454][bookmark: _Toc531095528]Clarification on how EANs are to be processed
Processing of EAN audio can be awkward.  When an EAS Participant receives an EAN, the activation takes control of the Participant’s programming. The Participants can no longer provide their audience with normal programming while contact is established with each Primary Entry Point. Because the Participants have no way to control their programming, they cannot even tell their audience what is happening until the last contact is made and the EAN message is presented.  Some Authorized Originators would be hesitant to have a live, open mike during that period and, with no control of their facilities, some EAS Participants would unplug their EAS equipment and resume normal programming.  

The procedures, or sequence of events, describing the issuance of an EAN are not publicly available.  If the FCC is to make informed decisions on how to handle the buffering vs. no buffering issue, it is critical that the relationship between the launching of the EAN headers and the start of the audio message be known.  Otherwise, the loss of important information at the start of the alert could be lost, or EAS participants could start steps to end EAS processing, or unnecessary milling amongst the general public could be increased.
[bookmark: _Toc517158833][bookmark: _Toc529794455][bookmark: _Toc531095529]Buffering of Real-time EAN Alert Audio
[bookmark: _Ref515451363]The issues raised in the final report of CSRIC IV WG-3[footnoteRef:9] section 3.1.2 (b) remain as described.  Buffered audio allows the entire contents of the EAN audio to be relayed by each station in the daisy chain, vs a switchover to real-time audio input, which requires the audio source to wait for several tens of seconds before meaningful information can begin. [9:  https://transition.fcc.gov/pshs/advisory/csric4/CSRIC_IV_WG-3_Final-Report_061814.pdf] 


Buffering gives the last broadcast station in the daisy chain time to pick up the entire message instead of joining the EAN after it had started.  In the 1950s and 60s, PEP stations prepared for a Presidential message by pulling cables from one source and plugging them into another.  This caused a delay and a need for someone to “vamp till ready”, when the authorized person could begin speaking. There is a question of whether joining in progress (JIP) is preferable to waiting, especially when there was no way to tell how long the wait could last and what amount of wait time is acceptable.  The FCC and FEMA need to identify which is preferred and whether or not any new capabilities are being deployed at FEMA.

There also needs to be a live code test of the EAN, not an NPT, to determine what impact a National level activation longer than two minutes would have on current EAS equipment as well as on broadcasters, cable and IP television.  This test should only occur after the problems uncovered by three years of NPT are addressed, possibly by a concerted education campaign to EAS participants, manufactures, and integrators. This includes early termination of crawl and/or audio, not ducking audio, EAS network designs that maximize the number of restart of alerts heard by the public, bad audio levels, etc.

[bookmark: _Toc529794456][bookmark: _Toc531095530]Streaming Audio for EAN
Streaming audio for EAN, to meet the unlimited audio duration requirement for EANs, is still an open issue. See CSRIC III WG9 Final Report part 4, section 6.1.3 CAP EAN Streamed Audio Message for IPAWS OPEN[footnoteRef:10]. [10:  https://transition.fcc.gov/bureaus/pshs/advisory/csric3/CSRIC_III_WG9_Report_March_%202013.pdf ] 


FEMA and the FCC need to provide a concept of operation for the use of streaming audio in an EAN, and provide clear requirements and technical specifications.  Requirements must address EAS participant behavior and EAS equipment performance.  

A stream for the EAN would provide the same information for everyone at the same time in real time.  According to FEMA, they are looking for guidance, such as whether a file should be sent with a reference to a source, how the audio stream would be recognized and how it would be ended.  A group similar to ECIG might be the best way to develop the needed guidance.  Establishing such a group may require a meeting with the FCC to ensure the work is done within the Federal Advisory Committee Act (FACA) requirements. 

There are multiple ways EAN audio could be streamed and consideration should be given to the fact that some modes of communication may be unavailable during a national crisis.  Internet Protocol (IP) is one option.  Satellite and radio are additional options.  Sirius XM and Premiere Radio Networks provided distribution for National level EAS activations via the National Periodic Test (NPT) messages and the audio quality was good.  Nebraska used their National Public Radio (NPR) stations as a “spoke” to distribute EAS activations.  RF distribution methods like the daisy chain could also be considered.

Accessibility of text or Closed Captioning when streaming audio is another consideration.  The question of who would be responsible for meeting FCC accessibility requirements and how would it be done would need to be resolved before streaming audio is made available for EAN activations.   

There has been discussion of streaming video and captioning for EAN. This group believes that an EAN should not include multimedia elements, or other complex presentations.  Many use cases for an EAN presumes that normal communications are down, or soon will be.  EAN should employ the simplest possible dissemination methodologies.
[bookmark: _Toc517158834][bookmark: _Toc529794457][bookmark: _Toc531095531]Additional Received Headers During Processing an Alert
The issues raised in CSRIC IV WG-36 section 3.1.6 still remain, regarding a local insertion on an EAN, interrupting an alert being carried by a network audio feed. We recommend that a reference to this section be included in a future FCC rulemaking.
[bookmark: _Toc517158836][bookmark: _Toc529794459][bookmark: _Toc531095532]Duplicate Alert Message Detection
The duplicate message detection and disambiguation problem cited above in section 6.3 and described in CSRIC III WG98 remains as described.  Despite various discussions through the years by different groups, there has been no agreement among the FCC, FEMA, NOAA’s National Weather Service (NWS), and the larger EAS community on how to prevent the inadvertent broadcast by EAS Participants of two distinct EAS messages for the same weather alert when both CAP and NOAA Weather Radio are monitored. 

Weather Radio Specific Area Message Encoding (WRSAME or SAME) was developed in the 1980s and early 1990s to improve NWR alerting needs using analog RF technology and adopted in the mid-1990s by the FCC for EAS to improve the nation's emergency alerting needs.  CAP was developed to improve the nation's emergency alerting needs in the 2000s and 2010s using Internet Protocol (IP) technology. 

NWR alert broadcasts and CAP messages do not serve the same audience.  NWR is a dissemination system designed for specialty receivers serving listening audiences over very limited specific broadcast footprint, while CAP is a messaging format for exchanging alerts over all types of networks with no geographic restriction including EAS to broadcasters and other EAS participants.

Message disambiguation became a more prevalent technical challenge following the 2011 introduction of CAP distribution via the FEMA Integrated Public Alert and Warning System (IPAWS) EAS channel. The problem existed previously but was mostly mitigated by distance and geographic features and through selective EAS and NWR monitoring assignments.  While CAP can be converted to SAME as the input method to EAS, disambiguation issues have surfaced during integration of CAP and SAME that would result in the inadvertent broadcast by EAS Participants of two distinct EAS messages for the same weather warning (i.e., the same alert).  

The EAS-CAP Industry Group (ECIG) created a CAP-EAS Implementation Guide in 2010. However, certain use cases involving the same alert broadcast over multiple NWR stations with non-unique SAME Location (i.e. target geographic) code strings were not addressed. 

To prevent the inadvertent broadcast by EAS Participants of two distinct EAS messages for the same weather alert, a solution is necessary that allows EAS Participants to disambiguate alerts received from dissimilar systems with dissimilar protocols, CAP via IPAWS and SAME via NWR.  A solution or mitigation method is needed that improves the nation's broadcast alerting needs in a technical manner which is satisfactory to both the EAS and NWR listener communities.  Potential solutions must come from a robust, technical interchange and series of investigative meetings involving EAS and NWR stakeholders including Federal, state and local government agencies, the broadcast and cable industry, private sector EAS and NWR equipment manufacturers, and the possibly the Consumer Technology Association. The convening group and meetings must be structured in such a manner where they are legal for government agencies to fully participate with the private sector.

Solution design, development and implementation costs need to be reasonable. The convening group and parties should also investigate potential grant and other funding sources to address the costs.

As suggested in the section on Reimagining EAS earlier, the inadvertent duplicate broadcast problem could be avoided if broadcasters and other EAS participants disconnect their NWR receivers from their EAS equipment and rely only on CAP for weather alerts. A primary disadvantage of disconnecting NWR is that EAS would not benefit from the resilience of having both NWR alert and CAP alert receipt capabilities in the event one method fails.
[bookmark: _Toc517158837][bookmark: _Toc529794460][bookmark: _Toc531095533]Ensure that an EAS alert is only retransmitted during its valid period
The FCC asked this working group to provide any recommendations necessary to ensure that an EAS alert is only retransmitted during its valid period (e.g., during its current year, day, and time).  The issue here is that the non-CAP EAS protocol does not provide a year in its data code, only month, minute, and day of year.  Adding a year to the EAS protocol could break compatibility with EAS receivers and millions of consumer weather radio receivers without significant research and testing, and cause issues where the year data is not relayed through the system.  Defining a set of rules to define alert time validity and remove ambiguity in some of the EAS time definitions could reduce the size of the confusion window, but will not completely close it.
[bookmark: _Toc531095534]Embedding Audio in CAP Messaging
In cases, embedding audio as mimetype within the CAP message may provide for a simple means of securely including a resource attachment.  Using this method, media resources can be included within the CAP message itself, avoiding the need to retrieve media files from a separate location.  

The OASIS CAP specification, however, limits usage of this technique to messages transmitted over one-way (e.g., broadcast) data links where retrieval of a resource via a URI “is not feasible”.[footnoteRef:11]  However, inclusion of selected media resources in a two-way environment was discussed by the working group, and some members found that it is a useful option for CAP alerting systems in conveying the alert audio message in certain defined circumstances. [11:  When messages are sent on a two-way network (e.g., the Internet), the media resources must be supplied as a <uri> (web link) to a retrievable file in a separate location.  When messages are sent on a one-way network, embedded mime (base-64 encoded) resources may be included as a <derefUri> element.] 


Such a mechanism is best suited for resource files of limited size or number, such as a CAP message that includes only one or two audio resources intended for the aural portion of the message. Some working group members observed that this aspect of CAP may be overly restrictive against certain modes of data transmission, including ATSC and satellite data broadcast.  For this reason, the working group encourages the FCC to work with its Federal partners to either have the relevant standard entity modify its stance regarding derefuri, or alternatively the working group suggests that the Federal partners examine how to make an exception to the CAP specification to allow for usage of embedded audio file resources in CAP messages, for limited circumstances.  In the case of CAP messages with one or two audio resource files, the security benefits for EAS Participants may outweigh this restriction in the CAP standard.  The Working Group concluded that additional investigation into any technical or system impacts is warranted.

There are abundant examples of national exceptions to international standards.  One example is the ANSI/SCTE 40 - the digital cable network interface standard - which the FCC incorporated it into its rules, but created exceptions to some of the characteristics contained within.  Another example is ITU-R Radio Regulations, which are negotiated by administrations from various countries every 3-4 years at the World Radio Conference.  It is common for countries to create footnotes to those regulations, creating exceptions to the regulations.  A third example are the 3GPP “5G” standards (“Releases”), which are routinely modified by other standards development organizations, such as ATIS and ETSI, to create their own standards for use in North America and Europe, respectively.

Further, the working group’s understanding from FEMA is that while the vast majority of EAS Participants utilize EAS equipment that can currently accept and successfully process audio resources included in an occasional, isolated CAP message in the above manner, such use of <derefUri> embedded audio is not recommended.  FEMA has indicated that their experience conducting numerous regional public tests leading up to the 2016 National IPAWS EAS test, as well as from experience gained through continuing testing in the IPAWS Lab the only EAS devices which do not support embedded mime audio messages are those CAP conversion devices manufactured for use with and manufacturer that is no longer in business.  FEMA has noted that it is aware that some jurisdictions have in the past, and may continue to, issue CAP messages containing embedded audio. FEMA supports further investigation into the use of embedded audio to determine what the effect of more extensive use of embedded audio may be on the overall IPAWS ecosystem. Again, the Working Group concluded that additional investigation into any technical or system impacts is warranted.

[bookmark: _Toc531095535]EAS Security
[bookmark: _Toc531095536]Types of False Alerts
In this clause we consider types of false alerts that, generally, are the alerts that should not have been issued. The text shown in “()” are real-life examples of that scenario.  We discuss how, or if, modifications to EAS protocols can mitigate each type of false alert.
[bookmark: _Toc531095537]From Authorized Sources
These are alerts that have been generated by an authorized source.
[bookmark: _Toc531095538]Generated by a person or persons
· Authorized person sends a message from an organization in error (sent RMT instead of RWT[footnoteRef:12]) [12:  http://fjallfoss.fcc.gov/edocs_public/attachmatch/DA-09-2053A1.pdf] 

· Authorized person sends a message that the organization did not authorize (Hawaii[footnoteRef:13]) [13:  https://apps.fcc.gov/edocs_public/attachmatch/DOC-348923A1.pdf] 

No changes to the CAP/EAS system will help in these cases.  These cases are procedural problems at the originating agency.  There are multiple examples of this occurring, both at public safety sources, and at EAS participants, usually an unintended alert sent in place of a test.
[bookmark: _Toc531095539]Automated cross-platform software
· Automated software sends a message in error (Test Tsunami warning from a non-EAS source incorrectly interpreted as live event and then sent via EAS[footnoteRef:14]) [14:  https://www.tvtechnology.com/news/a-look-at-what-happened-with-the-false-tsunami-alert-in-alaska] 

In this type of false alert, software is acquiring data from a source that may not be intended to appear on EAS alerts, and generating an EAS alert from it.  Sometimes data is misinterpreted as live when it is a test, or over-alerting can occur when time stamps from disparate systems don’t align properly, allowing for undetectable duplicates.  Access to EAS by these systems (e.g., third party software providers) should be periodically reviewed, and should appear in the State plan.

No changes to the EAS protocol will help in these cases. 
[bookmark: _Toc531095540]Misconfigured Test
· Equipment misconfigured to receive messages from test servers that go to air. 
· Several examples exist of both EAS and CAP originated messages where either the EAS device is mistakenly left connected to the air chain, or an isolated system is returned to the air chain while still connected to a test source.

No changes to the EAS protocol will help in these cases. 

[bookmark: _Toc531095541]Unauthorized Access to authorized location
· Unauthorized person sends a message from an agency that the agency did not authorize (Zombie[footnoteRef:15]) [15:  http://www.usatoday.com/story/news/nation/2013/02/13/police-believe-zombie-hoax-attacks-linked/1915921] 

This has happened on EAS systems, however only on systems that were both exposed to the public Internet without firewall protection, and were not properly password protected. No cases of this occurring on a CAP originator are known.

No changes to the EAS protocol will help in these cases.  Identified mitigations include maintaining sensitive equipment behind firewall protection, changing default passwords, maintaining a strong password policy on the part of end users (EAS Participants).

[bookmark: _Toc531095542]Replay
· Valid alert resent outside of its valid time period that fits inside the JJJHHMM of the original message – no intentional cases known.
· Valid alert resent outside of its valid time period that does not fit inside the JJJHHMM of the original message (Bobby Bones, replay in “best of” reruns)
A replay event is when a previously issued alert is recorded and played back.  This can be unintentional, for example, when an alert was recorded as part of an earlier program that is rebroadcast at a later date.  The replay of a recorded alert can be intentional, as in the Bobby Bones[footnoteRef:16] case, where a recording of an alert from years ago was played as part of syndicated show.  Finally, the replay of an alert can be malicious, where the alert is intended to cause confusion or alarm. [16:  https://www.fcc.gov/document/iheart-pay-1m-misusing-eas-tones-during-bobby-bones-show] 


The design of EAS contains a built-in uncertainty as to the intended valid time period of the alert as the timestamp in the alert does not contain the year.  Mitigations for relay events can be added:
1. Algorithm for determining an alert’s valid time without adding a year code.  The FCC has added this to part 11, required starting in March 2019.
2. Adding a year code, which we discuss in detail later in this document
3. Using the LLLLLLLL ID field to check for expected values, also discussed later in this document.
The intent of mitigations for replay events is to keep other EAS participants from relaying the alert.  This replay alert still appears on the source, where it can cause audience confusion.

[bookmark: _Toc530383230][bookmark: _Toc530383231][bookmark: _Toc531095543]Audience confusion
· Audio presented to the audience that “sounds like” an alert, but isn’t.  Affects listeners, but is not relayed. (Advertising intentionally intended to sound like an alert)

Many examples of the misuse of EAS data tones or the two-tone attention signal are in the record, including advertising, part of a TV show, or part of a news broadcast.  Sometime, as actual alert will be used, see Replay above.  More commonly, the alert is not decodable as it is covered by other audio, or is intentionally tweaked, and therefore does not affect the rest of the EAS relay system.

The Audience, however, is exported to potential confusion, or at least distraction, by hearing what is meant to sound like an actual alert.  When broadcast on a single source, only that source’s audience is affected.  When broadcast on a network or syndicated source, may more listeners are affected.

No changes to the EAS protocol will help in these cases, nor will a change to other data formats 
Help; all broadcast alerts will need some sort of aural and visual audience attention  signal must be used.

No changes to the EAS protocol will help in these cases. 

[bookmark: _Toc531095544]Alert from an unauthorized source
This section discusses alerts that are intentionally generated to appear as real. 
[bookmark: _Toc531095545]CAP

Here we consider spoofed CAP messages that somehow make their way through the FEMA IPAWS OPEN system, or are presented to an EAS Participant from a system pretending to be the IPAWS system, or from legitimate, third-party relayer of IPAWS CAP messages.

Use of the existing CAP 1.2 digital signature facility is sufficient to protect from unauthorized CAP messages if received devices require the presence of the digital signature, and validate it against the message content and a trust anchor.  The audio or other content referenced by external URI must also be protected by the use of HTTPS address and preferably the digest element.

The FEMA IPAWS system requires that a message have a valid signature before the message is accepted by IPAWS OPEN.

Allowing users to accept unsigned messages from non-IPAWS servers reduces the security of the system to the access security to the server itself.  VPN or other access controls might be sufficient for closed systems, though it is hard to argue against also using an XML digital signature.

The working group recommends that the FCC requires EAS Participants to only accept CAP messages from IPAWS OPEN that have a valid digital signature, where valid signature means that the XML digest matches, and that the signing certificate is not expired, and is signed by a trusted certificate chain. 

Use of digital signatures for non-FEMA sources of CAP messages is discussed elsewhere in this document.
[bookmark: _Toc531095546]EAS
None of the above remedies or mitigations provides a solution to the case of an EAS message that is crafted with proper syntax, and contains time information that is current.  This includes the addition of a year to the time stamp.

The working group discussed use of some type of digital signature as a remedy to a secure EAS.  This will inevitably increase the duration of alert when broadcast, assuming the current FSK format is retained.  While reimagining EAS with a different data transmission format is possible, this would also require a new baseline for some of the basic design constraints – primarily that EAS is to be passed on voice grade audio channels, surviving low bandwidth, noisy AM channels, and various types of audio processing typically found in AM and FM radio broadcast chains, and public safety radio systems, while maintaining compatibility with NWR.   In this document, we assume that the current FSK scheme will continue to be used.

For an EAS digital signature, the signature is applied only by the originator, and not by any Participants that merely relay the message.  All EAS systems would need to be able to resend the digital signature that was received, without modification.[footnoteRef:17] [17:  As the LLLLLLLL field of the EAS message IS altered by each relaying system, the digital signature would not include the LLLLLLLL portion of the message.] 


Broadly, digital signatures have these advantages:
· messages are very hard to spoof
· IDs the sender organization
· Doesn't matter what path (or level of security of the path) the message took to get to the receiver
· Signed messages can be authenticated without real-time access to Internet. (assuming pre-downloaded keys)
· Signatures can be sent apart from the legacy message to not break existing legacy devices
· Extra data like extended date information (YYYY), test bits, cancel bits, could be added as well.

Costs: 
· Longer transmission time (though possibly as little as 10 seconds)
· Need a PKI
· Significant changes to EAS software, but probably not hardware, for a CAP/EAS combined device
Risks
· The additional complexity of the digital signature will increase the chance that a valid alert is flagged as invalid.  This is caused by the greater number of bits that must be received correctly, and by the need to keep the pre-loaded certificates up to date.
New limitations:
· Currently, any EAS participant can issue any alert to any location.  Other than possible procedural language in a State Plan, there are no other technical limitations to what the owner of a EAS device can do.  In addition to a PKI system, it would be desirable to add a permissioning system so that stations can only issue signed messages with certain limitation as to location and event codes.

It would be desirable if EAS digital signature detection software could be added to existing CAP/EAS hardware, as this would reduce the costs to the users.  Adding a digital EAS signature would require a technical committee made up of EAS manufacturers, FEMA, NWS, FCC, and other stakeholders to design a protocol that fits the constraints of the existing EAS ecosystem and provides benefits that match the costs.

Risk mitigation
Increasing the security of EAS comes at a cost.  The working group examined the possibility of a tiered approach to security, adding more security where the amount of harm done is greater.

There are two types of EAS alerts, those that are required to be relayed, as those that are not.  For example, a monthly test is relayed, a weekly test is not.

There are also two types of EAS Participants, those that have other participants assigned to monitor them, and those that do not.

One major cost to adding digital signatures to messages is the infrastructure needed to create and update the certificates, and for receivers to pre-load and store all off the certificates to allow for offline validation of alerts.  One way to reduce this cost is to reduce that number of certificates issued to something less that the total number of EAS Participants.

It is possible to define a class of Participants that will never issue an alert will be relayed.  These are:
· Participants at the end of the relay chain (as defined in State Plans)
· Participants that will never issue any alert other than an RWT.  This includes automated stations, and stations that for staffing, training, format, or any other reason, opt out of the ability to originate messages.
Such Participants will not need an origination certificate.

There are, of course, many stations that will originate:
· Local Primaries
· Public Safety
· Participants that issue alerts on behalf of Public Safety
These stations will need an origination certificate.

Note that all stations will need to ability to check the signature of an EAS message.  The potential savings here is in the total number of signing certificates issued.
[bookmark: _Toc531095547]CAP Authentication
In this section, aspects of CAP Authentication are considered.
[bookmark: _Toc531095548]CAP Authentication Should be Universal
Based on a review of the FCC’s Order pertaining to CAP authentication, the Working Group observes that the FCC has ordered that that, if a digital signature is present in a CAP message, it must be valid.  If the included signature is invalid, it must be rejected.  However, if a signature is not present, the message may be processed and transmitted by the EAS Participant.  The FCC found it to be premature to require universal digital signatures on all CAP messages while CSRIC is formulating its recommendation on this issue.

The Working Group discussed the question of whether EAS units should only process CAP/EAS messages that have a valid a digital signature, and they not allow transmission of any without a digital signature, or with an invalid digital signature.

The Working Group concluded that there is a potential security risk presented by allowing the processing and transmission of CAP messages that do not have a digital signature.  It is the Working Group’s recommendation that all CAP messages that are intended for transmission as EAS messages must have a valid digital signature.  EAS Participants should not transmit EAS based on CAP messages that lack a digital signature.
[bookmark: _Toc531095549]Should CAP Authentication Only Use Centrally Provided (FEMA) Digital Certificates?
The Working Group took note of the FCC’s order that CAP messages must be discarded as invalid where the digital signature does not match an authorized source from FEMA or a source specified in the applicable State EAS Plan.

The working group had no direct information on how may states use their own, or a third party, CAP dissemination capability in addition to the IPAWS OPEN system, though several examples are known to the individual members.  It was not known how many of those states would prefer to use their own PKI, or would rather prefer to rely on the Federal PKI supported by FEMA IPAWS, though several examples of the latter case are also known to individual members.

The working group notes that there are several current and possible future users for digital signatures for securing EAS and CAP alerts, and collateral data (such as audio, video, and images).  All of these pose similar challenges in the generation and distribution of these certificates, as well as the chain of intermediate and root certificates.  This includes:

· CAP signing certificates
· SSL certificates (for access to HTTPS sites that implement CAP servers, as well as hosting sites for audio and other collateral files.
· Certificates for local origination of EAS messages
By extending the digital certificate requirement beyond the scope of those certificates maintained by FEMA IPAWS, the Working Group noted a significant concern over the potential burden this may pose for EAS Participants and EAS equipment.  Reliance on digital signatures from a source specified in a State EAS Plan, could place an additional burden on the EAS participant and EAS vendor to locate and maintain current any digital credentials from a State source, in addition to the FEMA IPAWS source.  For such an objective to be reasonably achieved, the Working Group advises that the burden of communicating these alternative digital certificates and validation paths – and any timely updates to those certificates – would of necessity have to rest on State authorities and/or their alerting technology vendors.

The Commission should evaluate whether all digitally signed CAP messages processed by EAS Participants should only rely on digital certificates issued by FEMA IPAWS, relying on the on the Federal PKI and chain of trust.  The Commission should evaluate whether this will reduce costs, operational burdens, and potential uncertainly compared to allowing alternative digital certificate sources.  

The working group notes an additional burden may be placed on equipment providers and potentially EAS Participants to permit additional PKI structures, and such increased cost should be considered by a State when going down this path, however, the Working Group feels that the Commission should evaluate whether local control and redundancy options for non-federal alerts provide sufficient cause to for States or localities to use a PKI other than the Federal PKI supported by IPAWS OPEN.
[bookmark: _Toc531095550]Securing Multimedia Resources in CAP Messages
CAP messages may contain resources (indicated by URLs, a/k/a "hyperlinks" to insecure elements. For example, consider a CAP message that contains the following XML snippet:

<resource>
<resourceDesc>EAS Broadcast Content</resourceDesc>
<mimeType>audio/x-ipaws-audio-mp3</mimeType>
<uri>http://statefiles.com/ 40fbf3a470.mp3</uri>
</resource>

In this CAP XML snippet, the resource hyperlink references a non-secure http:// resource (in this case a .mp3 file). While the CAP message itself is requested using an https:// connection (hence the message itself is encrypted), but the hyperlinked resource file is not. As a result, the page contains secure and insecure content.

This problem can occur with any type of hyperlinked resource file - such as images, pdfs, web pages, audio files, and other multimedia resources which may become more prevalent in the near future.

The working group noted there that the use of HTTPS in the public alert system is not for encryption, but to assure that the data is coming from expected web site.  There is no proof that the data stored on the target web site has not been tampered with, however.

It is now common practice that URLs should be in the HTTPS style.  The working groups notes that this does place an additional potential burden on the CAP/EAS equipment as it must be prepared to validate the web site’s certificate, which usually required a repository of root certificates.  Currently, FEMA does not provide a file repository, and therefore resource URLs reference sites that are not known in advance to the EAS/CAP community.  It has happened in the past that the URL can reference a site with a new root certificate that is not yet present on all CAP/EAS equipment.  This is an additional aspect of PKI that must be taken into account.

As noted above, use of HTTPS addresses do not itself verify that the content located at site is in fact the content that was intended to be there.  The CAP specification does present a solution to that, however.  Consider this XML snippet:

<resource>
<resourceDesc>EAS Broadcast Content</resourceDesc>
<mimeType>audio/x-ipaws-audio-mp3</mimeType>
<uri>https://statefiles.com/ 40fbf3a470.mp3</uri>
<digest>48e273234c65f7406009a3f24bd617f497aa64b9</digest>
</resource>

In this example, a cryptographic hash of this target file has been provided.  As the hash is protected by the digital signature of the CAP message, the hash can be used to verify that the contents of the target file matches hash, assuring to a far greater degree that the contents are what the originator intended. 

To address the issue of securing the collateral content of CAP messages, the Working Group recommends usage of more secure SSL connections for all resource file links, and the use of the digest field. Any media resource should use a secure https:// source, and should not utilize a non-secure URL like http://example.com/page.html, they are automatically redirected to https://example.com/page.html.  The FCC should encourage its partner agencies to investigate the feasibility of restricting CAP messaging containing non-secure resource links, particularly as they transit through a Federal network such as IPAWS OPEN.  The FCC may also wish to consider issuance of guidance to EAS Participants and EAS Manufacturers, discouraging acceptance of media resources with non-secure source addresses.

[bookmark: _Toc531095551]Broadcast EAS Authentication
As part of this overall evaluation, this Working Group was tasked with developing recommendations on any technical solutions to support authentication of alerts through digital signatures for both the Internet-based IPAWS and the broadcast-based legacy “daisy chain” to ensure that the alert retransmitted by an EAS Participant was generated by an authorized alert originator and has not been modified since its generation.  The working group examined scenarios in which an EAS transmission could be compromised; however, working group could not identify any actual occurrences of an actual compromise of an EAS RF transmission.  Past incidents of “replay attacks” were noted, where EAS headers were aired in an unauthorized manner, whether intentionally or unintentionally.

Because the broadcast FSK-based EAS currently benefits from little internal security, it may be vulnerable from a variety of attack vectors, such as side-channel attacks and spoofing.  Because the EAS protocol is itself a matter of public record, and because message examples are abundantly available in the public domain, the information in the EAS header could in principal be reused, recompiled or mimicked to exploit the system with a moderate level of technical knowledge.

As such, the working group examined various methods of adding authenticators, including digital signatures and hashes of digital signatures, to broadcast EAS messages.  Some solutions, such as implementing a digital certificate schema via FSK, need an analysis of implementation cost, transmission length, and the risk of using the current system vs. adding additional security.

[bookmark: _Toc531095552]Requirement for internet access to verify signatures
A simple method of verifying EAS messages in a hybrid CAP/EAS system is to simply use an on demand polling technique that looks on a CAP server for a message that matches the candidate EAS message.  One the CAP message is identified, the CAP message, with its full range of security features, can be used.  We assume here that the EAS message is generated on its own, with no matching CAP message.

It is also possible that a EAS-generated message could contain a small amount of information, using a “tiny url”, or some other ID, that would allow an EAS device to access data from the internet to check for message validity and identify the originator and its permissions. However, if the Internet is not accessible, for whatever reason, such a validation scheme would fail.  We therefore assume here that the Internet is not accessible, allowing EAS to be used as a backup to CAP and the Internet.

For the purposes of this discussion, the working group considered only techniques that do not require internet access at the time the message is to be verified, with pre-downloading of certificates.

[bookmark: _Toc531095553]Background on EAS Headers and SAME Protocol
The EAS protocol, both the data transmission format of FSK, and the data format, have been in use since the 1990s.  They are deeply embedded in current EAS equipment, and weather radios.  The simple encoding method and low data rate allow the data to be sent on a variety of simple methods, such as 4 wire telephone, POTS lines, narrow bandwidth public safety radios, and a variety of other unconditioned baseband audio paths, such as AM radio, cell phones (analog phone calls, not directly as IP data), and compressed, low speed IP audio paths.

The data carried in the message, such as event code, originator, and location codes, are also built into non-EAS equipment, such as cable TV systems.  The Preamble and EAS Codes use Audio Frequency Shift Keying at a rate of 520.83 bits per second to transmit the codes. Mark frequency is 2083.3 Hz and space frequency is 1562.5 Hz. Mark and space time must be 1.92 milliseconds.


Messages in the EAS are composed of four parts: Specific Area Message Encoding (SAME) header, an attention signal (1050 Hz for NOAA Weather Radio, 853 Hz and 960 Hz together for EAS Participants), an audio announcement, and a SAME end-of-message marker.   
The EAS header and the End of Message marker is always preceded by a 16 byte preamble. The EAS header code is constructed as follows:  

[preamble]ZCZC-ORG-EEE-PSSCCC+TTTT-JJJHHMM-LLLLLLLL-

In which each field in the header is terminated by a dash character.  A representative EAS header for a simulated evacuation warning is depicted below, transmitted from fictional station WLLL 1039FM:

 [preamble]ZCZC-CIV-EVI-011001+0045-2860042-WLLL1039-<audio>-eom

When received by a station monitoring this EAS transmission, the message may be transmitted with a header that includes this second station’s information in the LLLLLLLL string:

[preamble]ZCZC-CIV-EVI-011001+0045-2860042-WAMMHITS-<audio>-eom

[bookmark: _Toc531095554]Inserting a Digital Signature into the EAS Header
The working group discussed the merits of applying a digital signature to EAS communications:

· Authentication: Although messages may often include information about the entity sending a message (in this case the ORG code and/or LLLLLLLL string), that information may not be accurate. Digital signatures can be used to authenticate the source of messages. The importance of high confidence in sender authenticity is especially apparent in a public safety context.
· Integrity: Adding a measure of confidence that the message has not been altered during transmission.
· Non-repudiation: Non-repudiation, or more specifically non-repudiation of origin, is an important aspect of digital signatures.
The working group found various operational and technical challenges related to the use of digital signatures in EAS headers, or as FSK data transmitted ancillary to the EAS header.   

One basic challenge relates to the length of the EAS tones, presuming that a digital signature was added to the transmission.  At a minimum, a digital signature requires two things – a hash of the message to be signed which is encrypted with a private key known only the sender, and the id of the matching public key.  The device receiving the message locates the public key and decrypts the hash.  The receiver computes a hash of the message and checks to see that it matches.  If they do, the receiver now knows that the message arrived without modification, and that a private key matching a known public key was used to sign it.

Other systems, such as CAP, that benefit from not having the severe bandwidth limitations of EAS, send additional information, such as both the hash and the encrypted hash, as well as the complete certificate, including the public key.  While this approach has the advantage having the key sent with the message,  the working group discussed an alternative approach for use in a limited bandwidth system, involving the encrypted hash, and a short “thumbprint” of the public key.  In this example, all of the potential certificates that might be used to check the message signature must have been previously downloaded.  This requires that some method of receiving these keys, typically the internet, be used.  This method requires frequent internet access, however, importantly, does not require internet access at the time the verification is performed.

The amount of extra transmission time required is directly proportional to the level of security desired.  Shorter hashes and key lengths are more easily crackable with varying levels of resources, longer hashes and key take more time, and are less easily crackable.

A rule of thumb is that the encrypted hash can be no shorter than the key length. For our purposes, the thumbprint of the key need not be long, as it only serves to identify a key the downloaded base of all EAS keys.  

Assuming a fixed thumbprint size of 16 bytes and 8 bytes of additional overhead, the following table shows approximate number of seconds needed to send an encrypted hash of given length once.

	Key length (bits)
	Seconds

	368
	1.1

	512
	1.4

	1024
	2.3

	2048
	4.3



Although EAS headers are sent three times, trying to get two to match, it is possible to only send these headers twice.  The nature of a digital signature would allow signature data to be proven with just one correct signature data packet, with a second one sent for redundancy.

The working group discussed two methods in which the new digital signature data can be sent:
.
In one method, the data sent in the portion of the EAS sequence normally reserved for audio.  
In a second method, the data headers are sent before the standard EAS headers, as separate entities.  As long as the headers can be confused with EAS headers, existing equipment should not be confused – though testing will be required to examine this hypothesis.
One of the acknowledged strengths of the broadcast FSK-based EAS system is that it can continue to operate regardless of Internet availability.  Implementing a validation schema dependent on the Internet would seemingly negate some of the key resilience benefits of the EAS dissemination path.  If such a digital signature update was not accomplished for any number of reasons, both the CAP and the EAS dissemination paths could be compromised, removing a critical backup capability for public safety in times of infrastructure disruption.  

The system discussed here can mitigate this problem by using pre-downloaded keys, which expire periodically.  A reasonable reissue lead time should provide ample time for a background download of keys, however, if the Internet is not accessible for a long period of time, the security system would eventually fail.

There is a scaling issue as well, since the number of entities possessing a digital signature for alert origination could expand exponentially over those public authorities (alert originators) credentialed via FEMA IPAWS.  To fully implement a digital certificate/hash validation schema, every potential issuer of an EAS message would need to obtain (and be accredited) for an alert origination digital certificate.  This could include many EAS Participants themselves.

Because EAS Participants can – and do – originate EAS messages at the behest of local authorities, or at times on their own volition, this could result in a very large number of stations that would potentially need a digital certificate as an “alert originator”.  Presuming the FEMA IPAWS digital certificate was used for this purpose, both FEMA and the broadcast industry would be presented with a requirement to obtain, and maintain, these additional digital credentials.  For this reason alone, the opportunity cost for implementing such a schema may be significantly higher than the risk profile warrants.  In fact, widespread dissemination of digital credentials for alert authoring may present an additional category of risks that do not currently exist.

Protection from spoofing comes at a cost.

[bookmark: _Toc531095555]Additional concepts for EAS message security
Two proposals, taken together, may significantly raise the bar against replay attacks.  

Concept 1:  EAS security can be enhanced through inclusion of a YY or YYYY year code.

· Year parameter in EAS:  In a previous action, the FCC declined to require a year parameter in the time stamp section of the EAS Protocol, finding it to be an expensive and burdensome change, with a potential impact to tens of thousands of NOAA weather radios.  The FCC also cited feasibility and compatibility with NOAA infrastructure cited as a need.  However, the FCC’s was decision is based on amending of the header protocol itself.  The FCC’s decision did not comment on other alternative proposals of including such data in the EAS message.
· The insertion of a two-digit (YY) or four-digit (YYYY) year field into the EAS message would help secure against “replay attacks,” such as airing a previously recorded EAS message at the same date/time in a future year.  Adding a year code to the EAS header, or in the audio payload (TDX citation), would represent a very modest amount of data added to the header.
· Adding a year code to the header does present various potential challenges, including unexpected behavior from non-EAS equipment (Weather Radio).
Adding a YY year code as ancillary data (outside the EAS header) would allow non-EAS equipment to operate without impact, but allow enabled EAS equipment to process the year code. Adding the YY year data to the ID string, LLLLLLLL, also presents a potential method. The ID string is the only existing EAS header field that is not tightly constrained as to content.  The last character of the string could potentially encode up at least 40 years, with other schemes being able to disambiguate between legacy systems and YY aware systems.  This system could easily be combined with the other proposed repurposing of the LLLLLLLL in Concept 2 below.

Concept 2:  EAS security can be potentially enhanced through a repurposing of the station ID element (LLLLLLLL) in the EAS header.

· The currently existing LLLLLLLL field in the EAS header can be utilized without required any modification to the EAS protocol.  The LLLLLLLL string is currently specified as eight-character station call sign identification, with "/" used instead of "–" (such as the first eight letters of a cable headend's location, WABC/FM for WABC-FM, or KLOX/NWS for a NOAA Weather Radio Station programmed).  The text is the LLLLLLLL string can currently be input and modified at any time by the EAS Participant.
· The station ID should become a more standardized data field, consisting of a code specific to the EAS Participant.  Correlating the value included in LLLLLLLL string against the known broadcast RF channel to provide additional message validation corresponding to that code.  For example, if a station has a fixed LLLLLLLL code, which may be its FCC Facility ID, then the EAS equipment could be programmed to expect that LLLLLLLL value to be present for any message received via a specific monitoring source.
· LLLLLLLL string should be an alphanumeric identifier that is not modified by the EAS Participant.  While this string could become less useful for public display by using and FCC identifier, it would be repurposed into an authentication element for EAS messaging.
· EAS equipment should be modified to apply a verification of the LLLLLLL string against the monitoring input.  If the LLLLLLLL string does not match the expected value for the monitoring input, then the message may be treated as suspect.
· Example:  EAS Participant monitors EAS header with a LLLLLL string of 11845.  The EAS Participant’s EAS device would be programmed to identify that particular string value with a specific monitoring source (e.g. 103.5 FM, or Audio Input 2).  A message with the matching LLLLLL string monitored on the specific input, may be presumed to have emanated from a “trusted source” in the EAS chain, i.e. only accept messages on this input if they contain the proper LLLLLL string.   If either the LLLLLL string or monitoring source differs from the preset values, the message should be treated as having come from an “untrusted source” and not aired.
· This methodology would require a certain degree of local coordination among EAS Participants, such that the EAS monitoring sources and appropriate LLLLLL values are known to all EAS Participants in an operational area.
· This methodology may require the creation of a station code of up to 8 characters (alphanumeric), or usage of existing FCC identifies, such as an FCC Facility ID or PSIC code.
· Alternatively, this methodology could allow creation of a station code of up to 7 characters, with the last character reserved to contain the YY year code data, as discussed above.
· Using a year parameter for validation, as well as matching the LLLLLLL station ID with the monitored input source, would have effectively prevented cases such as the “Bobby Bones Show Incident”, the “ARCO/BP Advertisement Incident”, the “Olympus Has Fallen Advertisement”, or any incident where live code alerts were mistakenly sent during test events.  EAS equipment with these additional safeguards would have treated the unauthorized alert as inauthentic because it lacked these basic additional validation parameters.

While either of the above technique provide safeguards against incidents such as replay attacks, the above techniques in and of themselves may not provide protection against all forms of intentional spoofing.  

Some working group members noted that LLLLLLLL management may add fragility (the required coordination of trusted sources) and may not fully protect against spoofing.
[bookmark: _Toc531095556]Alternative methods of inserting additional data into the EAS header
Modifying the EAS Header with an additional YYYY data string
A modification of the FCC’s proposed change could consist of inserting the YYYY parameter after the current EAS header string:

· ZCZC-ORG-EEE-PSSCCC+TTTT-JJJHHMM-LLLLLLLL-
Could be amended as follows to include the YYYY (Year) parameter:

· ZCZC-ORG-EEE-PSSCCC+TTTT-JJJHHMM-LLLLLLLL-YYYY-
The header could be further amended to include a string of the digital signature:

· ZCZC-ORG-EEE-PSSCCC+TTTT-JJJHHMM-LLLLLLLL-YYYY –DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD-
[bookmark: _Toc449434877]In which the YYYY string refers to a year code and the DDD+ string refers to the digital signature .  However, as discussed previously, modification of the EAS header in this manner may have unforeseen and unpredictable results on various broadcast and consumer equipment.  


Textual Data Exchange (TDX) without modification of the EAS Header
An alternative methodology consists of adding data within the alert message audio section of the EAS transmission.  One implementation of this approach is depicted below:
[image: ]
[bookmark: _Toc531095559]Figure 1 - Example EAS Message with additional data incorporated in the audio message envelope
Additional data, such as a digital signature, hash (check zone), YY year parameter, or other information could be inserted after the EAS header, potentially as a segment of the audio portion of the EAS message, as depicted above.  One such implementation is Textual Data Exchange (TDX) which places a data packet within the audio envelope of the current EAS protocol.[footnoteRef:18]  TDX allows extra details to be encoded into conventional broadcast EAS alert messages, without modification of the EAS protocol.  Adoption would not obsolete the installed base of existing EAS equipment.  Importantly, it would not interfere with the operations of NOAA/SAME weather receivers.  Duration varies depending on the amount of data conveyed. [18:  TDX was initially presented to the Commission by Digital Alert Systems in 2004. Please see ex parte of 22 October 2007 (http://apps.fcc.gov/ecfs/document/view?id=6519744155) and comments of Digital Alert Systems, 18 October 2004 (http://apps.fcc.gov/ecfs/document/view?id=6516743468).  See also comments of Monroe Electronics, 14 August 2014, In the Matter of: Review of the Emergency Alert System, EB Docket No. 04-296 (Notice of Proposed Rulemaking FCC 14-93); and comments of Monroe Electronics, March 17, 2015, PS Docket No. 14-200.  This methodology is currently deployed at the local level in several jurisdictions, including Sedgwick County, Kansas, where TDX is implemented among an Alert Originator and several EAS Participants to transmit additional data with the EAS message.  This TDX data has also been incorporated into a public website.  See http://www.scksel.info/] 


[bookmark: _Toc255915833][bookmark: _Toc531095557]Recommendations
CSRIC VI Working Group 2 recommends the following:

· All CAP messages that are intended for transmission as EAS messages must have a valid digital signature.  The Working Group recommends that EAS Participants should not be permitted to transmit EAS based on CAP messages that lack a digital signature.
· The Commission should evaluate whether digitally signed CAP messages processed by EAS Participants should only rely on digital certificates issued by FEMA IPAWS, relying on the on the Federal PKI and chain of trust.  The Commission should evaluate whether this will reduce costs, operational burdens, and potential uncertainly compared to allowing alternative (State, Territorial, Tribal, and Local) digital certificate sources.  
· Usage of more secure SSL connections for all resource file links (including audio files), and the use of the digest field.   The Working Group recommends that the Commission encourage its partner agencies to investigate the feasibility of restricting CAP messaging containing non-secure resource links, particularly as they transit through a Federal network such as IPAWS OPEN.  The Working Group also recommends that the FCC consider issuance of guidance to EAS Participants and EAS Manufacturers, discouraging acceptance of media resources with non-secure source addresses.
· The Commission should engage with its Federal and Industry partners to evaluate the technical feasibility and system impacts of solutions discussed by the working group, including additional security headers, modification of the existing EAS header with additional data, and usage of Textual Data Exchange (TDX).
· Additional investigation be conducted into the use of digital signatures as a solution to EAS security, comparing risks vs cost.
· Additional investigation be conducted into technical or system impacts – if any - to allowing the usage of embedded audio files in CAP alert messages.  The Working Group encourages the FCC to work with its Federal partners to examine whether a relevant standard entity would modify the usage of embedded mime in CAP messages (derefuri) to permit its inclusion in CAP messages transiting the Internet and other paths, for certain limited cases.  Alternatively, the working group suggests that the Federal partners examine how to make an exception to the CAP specification to allow for usage of embedded audio file resources in CAP messages, again for limited circumstances.  
· The Commission continue efforts to address the various recommendations for EAS improvement that had been contained in prior CSRIC reports as described in section 5.1.1.

[bookmark: _Toc255915837][bookmark: _Toc531095558]Conclusions
EAS security is critical to ensure that important lifesaving information is disseminated securely. Furthermore, we should ensure that the alert retransmitted by an EAS Participant was generated by an authorized Alert Originator and has not been modified since its generation. 

This report has provided some techniques to authenticate EAS through digital signatures for the Internet-based IPAWS using CAP in all messages received by EAS Participants. This requirement should be expanded to all CAP messages received and retransmitted by an EAS Participant.
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