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• 40,000 online purchase scam reports 
submitted 2015-2020

• 2015: Just 13% of scams with a 
monetary loss

• 2020: Jumped to 64% (average loss $93)



Active v. Passive Browsing



Top Platforms
Reported by Consumers Who Lost $ and Didn’t Get It Back



Sales price was the #1 
reason victims purchased 
a product and lost money 
(pre- and since COVID). 

Motivations for Engaging



Availability of items 
such as masks and wipes 
was the #2 motivating 
factor following COVID. 



Pictures on a website…

#1 motivating factor for 
purchases of pets and 
clothing accessories. 

#2 motivating 
factor for motor 
vehicles.



Medical/nutrition and skincare products often 
come via free-trial offers. 

Are Free Trials Really Free? 



Risk Rises During    
the Holidays

…because more people are 
making online purchases 

and scammers offer 
popular products.



Riskiest Product Categories



Top Payment Methods

Those who paid 
with PayPal or 
credit card were 
less likely to lose 
money.



73% of 

scam victims 
paid but did 
not receive 
the product. 



Shipment 
Tracking 

59% received 
shipping 
information.

More than half 
of those said it 
was fake.



Time Lost

62% attempted to 
contact the seller 
more than 3 times; 
25% reached out 2-3 
times.



• Young people are the 
most susceptible to 
scams, and the risk of 
falling for a scam 
decreases with age. 

• Older consumers are 
less susceptible to 
scams but, when they 
do fall for a scam, they 
lose more money.



Military consumers are 
more susceptible overall, 
with military spouses and 
veterans more likely to 
lose money. 

The median dollar loss for 
all military consumers is 
higher than non-military 
consumers: active duty 
($109), military spouses 
($96), and veterans ($98). 



Gender

Women are more likely to lose money (80.9%) than 
men (73.9%), but men lose more money ($100) 
than women ($80) for this scam type.



Consumers increased 
their frequency of online 
shopping following the 
outbreak of COVID.

Those who shopped 
online weekly increased 
from 29% pre-COVID to 
37% since COVID.

Online 
Shopping 
Frequency



VS.

83% lost $ 

shopping 
online DUE to 

COVID

77% who 

lost $ NOT 
DUE to COVID



53% did not realize they 
were experiencing a scam 
until they did not receive 
the purchased product. 



Prevention 
Factors



Out of the 57% who 
did NOT research 

the website or 
business via an 

independent source 
before making a 

purchase, 81% lost 
money.

Do Your 
Research



Those who were aware of online 
purchase scams prior to being 
targeted were less likely to lose 
money (77%) than those who 
were not aware (82%).



10% of victims said an 
organization, company, or agency 

tried to intervene.

40% of them were able to avoid 
losing $ - mostly thanks to banks!

Structural Interventions Work



Those who did NOT lose money were 22% more likely 
than those who did to say the BBB Accredited 
Business seal helps them decide who to trust online.

Impact of Accreditation Seal



• Don’t react 
quickly to 
great deals.

• Do your 
research. 

• Beware of 
fake websites.

• Proceed with 
caution during 
the holidays.

Tips



BBB.org/ShopSafe
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