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[bookmark: _Toc33443423][bookmark: _Toc40293569][bookmark: _Toc55577964][bookmark: _Toc255915817]Executive Summary 
Every generation of wireless technology brings new innovations to consumers. 5G is the fifth generation mobile network. This evolving global standard enables a new kind of network that is designed to connect virtually everyone and everything including machines, objects, and devices. 5G wireless technology is meant to deliver higher multi-gigabits-per-second peak data speeds, ultra-low latency, more reliability, massive network capacity, increased availability, and a more uniform user experience to a broader base of consumers. With its higher performance and improved efficiency, 5G empowers new user experiences and connects new industries to drive growth of the 5G economy.

The Federal Communications Commission (FCC) tasked CSRIC VII to evaluate the transition from 4G to 5G to ensure continued reliability, interoperability and security. In developing 5G Specifications the 3rd Generation Partnership Project (3GPP) Standards body has created an evolutionary path that assures backward and forward compatibility where possible. This ensures that the operation of User Equipment (UE) is uninterrupted and allows many operators to migrate to 5G with dual connectivity between 4G Long-Term Evolution (LTE) and 5G New Radio (NR) equipment. This means that many operators have begun the migration to 5G with dual connectivity between LTE and 5G NR equipment. In the CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation,[footnoteRef:2] CSRIC VII reported on risks to 5G from legacy vulnerabilities and proposed best practices for mitigation.  [2:  https://www.fcc.gov/file/18918/download. ] 


In this report, CSRIC VII identified and evaluated optional features in 3GPP standards that in their absence could diminish the effectiveness of 5G security and provides recommendations to address gaps. First, the report provides background on the use of network attributes that are “mandatory to implement in products or network equipment’ but ‘optional to deploy and configure.”  Next, the report provides an analysis based on 3GPP Standard TS 33.401.[footnoteRef:3]  And finally, the report concludes with a summary and recommendations for the FCC and industry. [3:  https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2296.] 


This report shows that in order to facilitate rapid and timely introduction of 5G technology in the US, the 5G Non-Standalone architecture (NSA) leverages the 4G Evolved Packet Core (EPC) to support 5G NR and 4G LTE capable devices and services. Option 3 is best suited to fulfill this requirement.  As described herein, 3GPP standards Option 3 relies upon user-plane traffic being carried by the 5G NR, while control plane (CP) functions are supported and carried by the legacy LTE Radio Access Network (RAN) to the 4G EPC. The architecture based on Option 3 is backward compatible to legacy devices and services, while supporting the rapid introduction of 5G. Consistent with this approach, authentication procedures are carried over the 5G NSA and 5G NR to the 4G EPC. Network operators carry forward the relevant authentication and security procedures to support the introduction of 5G NR.

As industry moves rapidly to introduce 5G in the U.S., CSRIC VII recommends that the FCC continue to support the industry's focus on the flexible and unimpeded deployment of secure next-generation networks and the realization of the security benefits in the migration to the 5G Standalone architecture (SA). CSRIC VII recommends that the FCC emphasize that carriers follow the guidance in CSRIC VII’s previous report, “CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation,”[footnoteRef:4] as well as earlier CSRIC Reports. CSRIC VII does not recommend changes or additions to regulations. [4:  https://www.fcc.gov/file/18918/download.] 


[bookmark: _Toc255915818][bookmark: _Toc33443424][bookmark: _Toc40293570][bookmark: _Toc55577965]Introduction

This report builds upon the CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation, released in June 2020.[footnoteRef:5]  As discussed in the June 2020 report, the 5G-NSA architecture leverages existing core networks in 4G deployments by adding elements of the 5G RAN to the LTE network core.  [5:  https://www.fcc.gov/file/18918/download.] 


Since the NSA architecture includes a mature LTE Core, the work of previous CSRICs remains relevant and any risks associated with 4G networks may carry over to 5G NSA deployments. The CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation,[footnoteRef:6] evaluated the nature of threats to determine the level of risks introduced by the addition of 5G NR.  [6:  https://www.fcc.gov/file/18918/download.] 


[bookmark: _Toc55577966]Standards 5G NSA Option 3 

This report specifically focuses on the optional security requirements in 3GPP Standard 
TS 33.401. CSRIC VII is also addressing security risks of the 5G SA architecture with a focus on 3GPP Technical Specification (TS) 33.501, with a report expected in March 2021.

In this report, CSRIC VII identified and reviewed optional features in TS 33.401 that have the potential to diminish the effectiveness of 5G security and considered recommendations to address potential gaps.  CSRIC VII further reviewed the need for recommending any updates to the current 3GPP standards and considered the risk and remediation complexities in addressing potential gaps in the standard. 

3GPP security specifications include a number of requirements that are “mandatory to implement” in products and network equipment and are “optional for carriers to deploy.” The concern is whether North American carriers could diminish security by opting to forgo the implementation of an optional feature.  CSRIC VII understands the concern and has taken a close look at both the strategies and the intent behind 3GPP’s use of the “mandatory but optional” designation as well as a detailed look at the optional features and integrity protections within the relevant specifications.  CSRIC VII observed that:

· [bookmark: _Hlk55967521]Not all options are relevant to all networks. A requirement may be optional because it is only relevant to specific use cases that may or may not apply to an individual carrier’s network.

· Within the standards there are equal but different paths to implement the optional security requirement in the network. Carriers must evaluate each on a use case by use case basis.

· Standards bodies operate at a global level and must accommodate conflicting national and regional needs. Some nations and regions require the ability to individually determine if they will support a security capability, as well as the ability to turn it off. 

· Some technologies used to fulfill a requirement have legal restrictions/export limitations (e.g. encryption). 

· Newly developed features built into a specific network component may be optional because of where and how they fit in an overall ‘as-built’ architecture. The evolution of emerging technologies necessitates the option to control the introduction of new features into existing networks.

In performing the analysis, the working group took both a thematic and a systematic approach to evaluate standards specific to 5G NSA. The working group reviewed standards through the categorization of requirements impacting integrity and confidentiality. The group then performed a discrete evaluation of the language within specifications to identify any terminology that could be construed as optional.

[bookmark: _Toc51701992][bookmark: _Toc51702082][bookmark: _Toc38245603][bookmark: _Toc38725553][bookmark: _Toc38245604][bookmark: _Toc38725554][bookmark: _Toc38245605][bookmark: _Toc38725555][bookmark: _Toc38245606][bookmark: _Toc38725556][bookmark: _Toc38245607][bookmark: _Toc38725557][bookmark: _Toc38245608][bookmark: _Toc38725558][bookmark: _Toc38245609][bookmark: _Toc38725559][bookmark: _Toc38245610][bookmark: _Toc38725560][bookmark: _Toc38245611][bookmark: _Toc38725561][bookmark: _Toc38245612][bookmark: _Toc38725562][bookmark: _Toc38245613][bookmark: _Toc38725563][bookmark: _Toc38245614][bookmark: _Toc38725564][bookmark: _Toc38245615][bookmark: _Toc38725565][bookmark: _Toc38245616][bookmark: _Toc38725566][bookmark: _Toc38245617][bookmark: _Toc38725567][bookmark: _Toc33443425][bookmark: _Toc40293571][bookmark: _Toc55577967]CSRIC VII Structure

CSRIC VII was established at the direction of the Chairman of the FCC in accordance with the provisions of the Federal Advisory Committee Act, 5 U.S.C. App. 2.  The purpose of CSRIC VII is to provide recommendations to the FCC regarding ways the FCC can strive for security, reliability, and interoperability of communications systems.  CSRIC VII’s recommendations will focus on a range of public safety and homeland security-related communications matters. The FCC created informal subcommittees under CSRIC VII, known as Working Groups, to address specific tasks. These Working Groups must report their activities and recommendations to the Council as a whole, and the Council may only report these recommendations, as modified or ratified, as a whole, to the Chairman of the FCC. 

	Communications Security, Reliability, and Interoperability Council (CSRIC) VII

	CSRIC VII Working Groups

	Working Group 1: Alert Originator Standard Operating Procedures
	Working Group 2: Managing Security Risk in the Transition to 5G
	Working Group 3: Managing Security Risk in Emerging 5G Implementations
	Working Group 4: 911 Security Vulnerabilities during the IP Transition  
	Working Group 5: Improving Broadcast Resiliency
	Working Group 6: SIP Security Vulnerabilities

	Chair: 
Craig Fugate, America’s Public Television Stations
	Chair: 
Kathleen Whitbeck, Nsight
	Chair: 
Farrokh Khatibi, Qualcomm
	Chair: 
Mary Boyd, West Safety Services
	Chair: 
Pat Roberts, Florida Association of Broadcasters
	Chair: 
Danny McPherson, Verisign

	FCC Liaison:
James Wiley
	FCC Liaison:
Kurian Jacob
	FCC Liaison: Steven Carpenter
	FCC Liaison: Rasoul Safavian
	FCC Liaison: Robert “Beau” Finley
	FCC Liaison: Ahmed Lahjouji


Table 1 - Working Group Structure
[bookmark: _Toc33443426][bookmark: _Toc40293572][bookmark: _Toc55577968]Working Group 2 Team Members

WG2 consists of the members listed below.


	Name
	Company

	Kathy Whitbeck* - Chair
	Nsight

	Krisztina Pusok*
	American Consumer Institute

	Jitendra Patel
	AT&T

	Susan M. Miller*
	ATIS

	Paul Diamond
	CenturyLink

	Charlotte Field*
	Charter Communications

	David Villyard
	CISA DHS

	Michael Geller
	Cisco

	Fei Yang
	Comtech

	John A. Marinho
	CTIA

	Jason Boswell
	Ericsson

	Brandon Abley*
	NENA

	Mohammad Khaled
	Nokia

	Travis Russell*
	Oracle Communications

	Sandeep Shrivastava
	Orchestra Technology

	Farrokh Khatibi*
	Qualcomm

	Drew Morin
	T-Mobile

	Brian Trosper*
	Verizon



Table 2 - List of Working Group Members
* CSRIC Member

WG2 members had an option to nominate an alternate to participate in the discussions when the member was not available. Although the alternate is not a member of the WG2 and may not vote, they provide valuable input toward the completion of this report and should be acknowledged for their contributions. WG2 alternate members are listed in Table 3.

	Name
	Company

	Michael Geller
	ATIS

	Jeff Matisohn
	Charter

	Yousif Targali
	Verizon

	Andrew Schnese
	Nsight

	Scott Poretsky
	Ericsson

	Greg Schumacher
	T-Mobile




[bookmark: _Toc40293573][bookmark: _Toc55577969]Working Group 2 Task
[bookmark: _Hlk8306624][bookmark: _Hlk7012374]Description: CSRIC VII WG2 is tasked to review risks to 5G wireless technologies that may carry over from existing vulnerabilities in earlier wireless technologies that can lead to the loss of confidentiality, integrity, and availability of wireless network devices. CSRIC VII WG2 will recommend best practices to mitigate the risks for each vulnerability it identifies and address recently proposed solutions by security researchers.[footnoteRef:7]  Additionally, CSRIC VII WG2 will recommend any updates, if appropriate, to the 3GPP security working group (SA3) standards, including digital certificates and pre-provisioned Certificate Authorities, to mitigate these risks and then place the vulnerabilities on a scale that accounts for both risk level and remediation complexity. Finally, CSRIC VII WG2 will identify optional features in 3GPP standards that can diminish the effectiveness of 5G security and provide recommendations to address these gaps. [7:  See, e.g., Syed Rafiul Hussain et al., Insecure Connection Bootstrapping in Cellular Networks: The Root of All Evil, ACM WiSec 2019 (2019), https://wisec19.fiu.edu/accepted-papers.] 

Milestones:
1. Report on Risks to 5G From Legacy Vulnerabilities and Best Practices for Mitigation – June 2020 (completed)
2. [bookmark: _Hlk6832658]Report on Recommended Updates to 3GPP Standards and Comparison of Risk and Remediation Expenses for 5G Vulnerabilities (this report will include identifying optional features in 3GPP standards that can diminish the effectiveness of 5G security and recommendations to address these gaps). – December 2020, contained herein

[bookmark: _Toc255915819][bookmark: _Toc33443427][bookmark: _Toc40293574][bookmark: _Toc55577970]Objective, Scope, and Methodology
[bookmark: _Toc255915820][bookmark: _Toc30318488][bookmark: _Toc33443428][bookmark: _Toc40293575][bookmark: _Toc55577971]Objective
[bookmark: _Toc255915821]
The objective of this Report is to provide the following deliverables with the focus on the transition from 4G to 5G:

· Review lessons learned from the previous generation of wireless technology (4G) 
· Gather input from researchers, technologists and thought leaders
· Perform an assessment of implementation best practices 
· Identify updates needed to the existing body of knowledge
· Identify key findings and barriers to implementation
· Assess findings based on the analysis and recommend accordingly
[bookmark: _Toc34142215][bookmark: _Toc34142216][bookmark: _Toc33443430][bookmark: _Toc40293576][bookmark: _Toc55577972]Scope

The scope of this report is to address potential concerns associated with 3GPP standards associated with the transition from 4G to 5G wireless technology and to evaluate optional features that could diminish the effectiveness of 5G security. This report provides recommendations regarding standards gaps, mitigation scenarios, and corresponding best practices as well as possible areas for future consideration. The analysis and assessment are based upon industry best practices and standards including National Institute of Standards and Technology (NIST) and International Organization for Standardization (ISO) standards.

[bookmark: _Toc255915822][bookmark: _Toc33443431][bookmark: _Toc40293577][bookmark: _Toc55577973]Methodology
[bookmark: _Toc255915823]CSRIC VII WG2 was directed to examine the security risks associated with the transition from 4G to 5G that result from both infrastructure and device changes that may introduce incremental security risk. The 3GPP, as well as several other standards organizations, continues work on 5G standards. As a result, the body of work on threats, risks and best practices to mitigate risk to 5G networks is still maturing. To address this limitation, CSRIC VII relied upon several sources to compile the data to identify and evaluate the emerging security risks anticipated in the transition to 5G, including:
· Standards bodies and industry associations (Global System for Mobile Communications (GSMA), CTIA – The Wireless Association (CTIA), European Telecommunications Standards Institute (ETSI), 3GPP, NIST, ISO)
· Individual contributor research gathered by CSRIC VII WG2 members
· Academic papers
[bookmark: _Toc55577974]Analysis Overview

The analysis contained in this report reflects the managing of security risk or a risk assessment as it relates to 3GPP security standards in the transition from 4G to 5G wireless technology. 

The previous CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation,[footnoteRef:8] provided an initial but comprehensive set of security recommendations for 5G deployments. The recommendations are inclusive of protections for the existing 4G EPC, Internet of Things (IoT), Network Function Virtualization (NFV)/ Software-defined Networking (SDN), Application Programming Interface (API) security, etc. The analysis contained herein builds upon the previous recommendations based on the latest standards developments, industry best practices, and changing threat landscape. It leverages NIST SP 800-39[footnoteRef:9] to frame 5G security risks, where risk context must be framed, the corresponding risks must be assessed, and risk response recommendations must be identified. [8:  https://www.fcc.gov/file/18918/download. ]  [9:  https://csrc.nist.gov/publications/detail/sp/800-39/final.] 


[image: ]

Figure 1 - NIST SP 800-39 Managing Information Security Risk

[bookmark: _Toc255915830][bookmark: _Toc33443432][bookmark: _Toc40293578][bookmark: _Toc55577975]Background 5G and 3GPP Standards

Both the CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation,[footnoteRef:10] and the report contained herein, are intended to be read together, rather than duplicate information in this report that replicates what is in the June 2020 report about the transition to 5G. [10:  https://www.fcc.gov/file/18918/download. ] 

[bookmark: _Toc33443438][bookmark: _Toc40293596][bookmark: _Toc55577976]3GPP Standards

The 3GPP unites seven telecommunications standard development organizations (Association of Radio Industries and Businesses (ARIB), Alliance for Telecommunications Industry Solutions (ATIS), China Communications Standards Association (CCSA), ETSI, Telecommunications Standards Development Society, India (TSDSI), Telecommunication Technology Association (Korea) (TTA), Telecommunication Technology Association (Korea) (TTC), known as “Organizational Partners”, and provides their members with a stable environment to produce the reports and specifications that define 3GPP technologies.[footnoteRef:11]  The 3GPP standards work comes in numbered releases. Release 15 defines the first set of 5G requirements, including continued work on the enhancements of the current 4G EPC that many network operators will use to launch 5G NR, until the full work of the 5G core (5GC) is complete in Release 16 (see Figure below). Release 17 schedules are being re-evaluated by 3GPP due to impacts of the COVID-19 pandemic. There are a number of standards bodies that will work to enable 5G. No single standards body can be said to control the definition of 5G. Of course, 3GPP, which has been instrumental in the development of mobile wireless standards to date, will continue to play a leading role, especially as it evolves to include non-terrestrial technologies such as satellite and high-altitude platforms. In addition, other standards bodies, such as ATIS and GSMA, will play an important role. [11:  http://www.3gpp.org/about-3gpp.] 


The International Telecommunication Union (ITU) 5G Infrastructure Public Private Partnership (5GPPP) has been working with 3GPP and others to define spectrum requirements, as well as other areas not addressed by 3GPP. Likewise, the Internet Engineering Task Force (IETF), the Next Generation Mobile Networks (NGMN) Alliance, Institute of Electrical and Electronics Engineers (IEEE), GSMA, and Small Cell Forum have been contributing requirements.[footnoteRef:12] [12:  Fierce Wireless; “How ITU, 5GPPP, NGMN and others will create the standard for 5G.”] 



[image: R16]

Figure 2 – 3GPP Release 16 Standards[footnoteRef:13] [13:  3GPP Release 16, https://www.3gpp.org/release-16.] 

[bookmark: _Toc55577977]3GPP TS 33.401[footnoteRef:14] System Architecture Evolution (SAE), Security Architecture [14:  https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2296.] 

The TS 33.401 3GPP standard specifies the security architecture, i.e., the security features and the security mechanisms for the Evolved Packet System (EPS) and the EPC, and the security procedures performed within the EPS including the EPC and the Evolved UTRAN (E-UTRAN). For the 5G NSA analysis, TS 33.401 is the focus of this report since it serves as the security architecture standard.
[bookmark: _Toc55577978]3GPP TS 33.501[footnoteRef:15] Security Architecture and Procedures for 5G System [15:  https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3169.] 

The TS 33.501 3GPP standard specifies the security architecture, i.e., the security features and the security mechanisms for the 5G system and the 5GC, and the security procedures performed within the 5G system including the 5GC and the 5G NR. This standard was used for reference, but detailed analysis is deferred to the report from CSRIC VII WG3 that is anticipated in March 2021.
[bookmark: _Toc55577979]Coexistence of LTE and 5G NSA
As discussed in Section 2.4, CSRIC VII WG2 is tasked to review risks to 5G that may carry over from existing vulnerabilities in 4G wireless technologies that may affect confidentiality, integrity, and availability. To address potential concerns associated with 3GPP standards regarding the transition from 4G to 5G, the technology mix is described in the Figure below. The Figure depicts the coexistence of 4G LTE technology with the introduction of the 5G NR technology based on NSA Option 3 of the 3GPP standards. The architectural mix shows that in order to facilitate rapid and timely introduction of 5G technology, the NSA architecture re-uses the 4G EPC in order to support 4G LTE/5G-capable devices. Option 3 relies upon user-plane traffic being carried by the 5G NR, while CP functions are supported and carried by the legacy LTE radios or RAN. In the Figure below, legacy LTE RAN continues to support not only 4G LTE devices, but also serve the added benefit to seamlessly support new devices that are 4G and 5G capable as shown in the diagram below by the left-most LTE block. In this fashion the architecture based on Option 3 supports the rapid introduction of 5G in the US while allowing a migration path from existing LTE-only capable cell sites based on the variant shown below.
[image: ]
Figure 3 – Co-Existence of LTE and 5G NSA (Option 3)

[bookmark: _Toc255915833][bookmark: _Toc33443440][bookmark: _Toc40293613][bookmark: _Toc55577980]Analysis
[bookmark: _Toc55577981]3GPP Standard Security Features and Risk Assessment
The Report provides an analysis of 3GPP 5G security provisioning features that are mandatory to implement by equipment vendors, but optional to deploy by 5G operators. The analysis includes 4G security provisioning features in comparison. The relevant standards are 3GPP TS 33.501 and 33.401, each relating to 5G and 4G respectively. The focus of this CSRIC VII report is on the risk assessment and analysis of TS 33.401 given its relationship to the NSA architecture. Analysis of TS 33.501 is relevant to the SA architecture and is the purview of CSRIC VII WG3. 
For reference, a comparison of security categories between 33.401[footnoteRef:16] and 33.501[footnoteRef:17] standards and whether the capabilities are mandatory or optional to deploy is provided in the table below.  [16:  https://www.3gpp.org/ftp/specs/archive/33_series/33.401/.]  [17:  https://www.3gpp.org/ftp/specs/archive/33_series/33.501/.] 




	Security Category
	5G in R-15 (3GPP TS 33.501)
	4G (3GPP TS 33.401)

	Non-Access Stratum (NAS)[footnoteRef:18] signaling confidentiality [18:  This is due to certain nations/regions want the ability to not support and/or have the ability to turn off these security capabilities. In addition, some encryption algorithms cannot be exported to certain countries. Reference: CSRIC7-WG3-00087R004.] 

	Optional
	Optional

	NAS signaling integrity
	Mandatory
	Mandatory

	User plane confidentiality
	Optional
	Optional

	User plane integrity
	Optional
	Does not exist in 4G

	Radio Resource Control (RRC) signaling confidentiality
	Optional
	Optional

	RRC signaling integrity
	Mandatory
	Mandatory

	UE Configured Radio Technology Restriction[footnoteRef:19] [19:  Most UEs support some form of user UE configured radio restriction, but it is not currently widely supported by service operators. Reference: CSRIC7-WG3-00087R004.] 

	Optional
	Does not exist in 4G

	Subscription Permanent Identifier (SUPI)/ International Mobile Subscriber Identity (IMSI)privacy
	SUPI encryption is optional (has exceptions)
	Does not exist in 4G

	Authentication
	Has optional features
	Has optional features

	Certificates – generation Node B (gNB) enrollment
	Optional
	Optional

	[bookmark: _Ref52205762]Certificates – Internet Protocol Security (IPSec)[footnoteRef:20] [20:  Include Authentication.] 

	Mandatory (with some optional implementation mechanisms)
	Mandatory (with some optional implementation mechanisms)

	Certificates – Transport Layer Security (TLS)3
	Mandatory (with some optional implementation mechanisms)
	Mandatory (with some optional implementation mechanisms)

	Network security – IPSec
	Optional
	Optional

	Core network security – TLS
	Optional
	Optional

	Roaming security
	Mandatory [Security Edge Protection Proxy (SEPP)]
	Optional

	Key size
	256 bits allowed
	128 bits

	Public safety security
	Not addressed
	Optional



[bookmark: _Toc37838137][bookmark: _Toc38533582][bookmark: _Toc42013251]Table 4 - Comparison of 3GPP Security Features 

Based on the above categories, the detailed risk analysis of TS 33.401 is considered herein. The methodology follows a detailed assessment of the individual options as outlined below.

[image: ]
Figure 4 - 5G Architectural Options

The transition from 4G to 5G is unlike previous communications technology advancements. As shown in the above Figure, the primary focus of CSRIC VII WG2 is Option 3 NSA and the security requirements, including optional requirements, specified in 3GPP TS 33.401 Release 15. 

The methodology used is as follows: 

1. Mapping 33.401 requirements to security categories
2. Detailed look at individual requirements
3. Risk-based and impact-based analysis
4. Recommendations
5G Option 3 NSA allows an operator to deploy 5G NR and introduce limited 5G services while leveraging 4G RAN and core investments. When conducting the risk-based and impact-based analysis of the optional security requirements in TS 33.401, it was useful to reference 3GPP TS 33.501, security architecture for procedures for 5G System. TS 33.501 specifies optional security requirements for the 5G Option 2, 4, and 7 architectures. Understanding the optional requirements that 3GPP retained in TS 33.501 for 5G was used to enhance the analysis and recommendations for the optional requirements in TS 33.401. The analysis and recommendations of the optional requirements in TS 33.401 are provided below. 
[bookmark: _Toc55577982][bookmark: _Hlk54850106]NSA LTE Impacts
For the risk assessment, CSRIC VII WG2 considered the impact to LTE deployments and global standards. The analysis herein indicates that the addition of 5G NR does not change the risk profile addressed by previous CSRIC Reports. While risks remain in 4G LTE, many of these known risks have been corrected in 33.501 and will be addressed in the CSRIC VII WG3 report that is anticipated in March 2021.  CSRIC VII WG2 carefully considered the impact to existing 4G LTE deployments and determined it would not be practical to recommend changes to those deployments. In many cases the corrective mitigation is migration to the 5G SA.

The following Sections identify a non-exhaustive list of those items addressed in 33.501, 5G SA as the corresponding risk mitigation.

Uplink and Downlink Messages

Analysis:
There are uplink (UL) and downlink (DL) unicast messages as well as DL broadcast messages that are sent unprotected in LTE networks for many critical features per 3GPP specifications. 

For example, the messages defined in 3GPP standards include:

· UECapabilityEnquiry
· UECapabilityInformation
· REJECT messages in both RRC and NAS layer resumecause field in the 
· RRCResumeRequest message Paging Subscriber Identity request/response 
· Cell selection/re-selection 

This is not an exhaustive list of messages. Rather, provides examples of unprotected messages that are not encrypted or integrity protected in LTE. 

Analysis-based Recommendation: 
The NSA network adds a new user plane path via the gNB to provide support for enhanced data services like reliable and low latency applications. The unprotected unicast or broadcast messages will be carried over to NSA but it will not impact any NSA user data specific functionality/features. Security can be enhanced by adding confidentially and/or integrity protection for unprotected signaling messages, please see report from CSRIC VII WG3 anticipated in March 2021 that looks to address TS 33.501. But making changes to existing messages will break and create incompatibilities for many critical functions/features with the added drawback of significant additional complexity in new device and network architecture. Hence, it is recommended that the operator makes the decision whether to add more security for signaling messages based on their specific customer requirements. 
 Control Plane RRC UE
For the CP LTE standards added a new path for user data known as CP-Mode. For CP-Mode the user data goes through the Mobile Management Entity (MME) carried by signaling messages or NAS messages. For services such as IoT that occasionally transmit reasonably small amounts of data, the utilization of the CP will optimize the power consumption by reducing the amount of signaling “air time” required.

In the 3GPP standard the optional requirement is summarized as follows based on the specific message nomenclature: RRCConnectionRe-establishment Procedure for CP Cellular Internet of Things (CIoT) EPS optimization. In 3GPP TS 33.401, if the UE experiences a radio link failure(RLF) when using CP CIoT EPS optimization only, the AS layer of the UE may trigger an RRCConnectionReestablishment procedure. As there is no AS security available, this procedure cannot be protected.

Analysis:
3GPP has approved a Change Request (CR) to address the security issue related to CIoT connection re-establishment.[footnoteRef:21] The CR described the introduction of the procedures in TS 33.501 for RRC Connection Re-Establishment for the CP for a Narrowband Internet of Things (NB-IoT) RAN connected to the 5GC. [21:  CR S3-193052 approved (S3-201038, e- meeting, 11 – 15 May 2020).] 

The CR modifies the procedures for RRC Connection Re-Establishment for the CP for the NB-IoT radio access network connected to 5GC in TS 33.501 using UL_NAS_MAC and XDL_NAS_MAC messages (See TS 33.501) to show that the UE is requesting the re-establishment and that the UE is communicating with a genuine network. 
Analysis based Recommendation: 
The security risk is mitigated by the CR and no additional recommendation is required.
Control Plane RRC eNB
In the 3GPP standard the optional requirement is summarized as follows based on the specific message nomenclature: RRCConnectionRe-establishment Procedure for CP CIoT EPS optimization. In 3GPP TS 33.401, the Target evolved NodeB (eNB) recognizes the RRCConntectionRestablishmentRequest message sent by the UE relates to the CP CIoT EPS optimization based on the presence of the SAE-Temporary Mobile Subscriber Identity (S-TMSI) in the message. The Target eNB sends the STMSI, Least Significant Byte (LSB) of NAS COUNT, UL_NAS_MAC and Target Cell ID in the eNB CP Relocation Indication message to the MME that is serving the UE (this can be determined by the S-TMSI).

Analysis:
This optional feature could risk the UE communicating with the wrong network. To protect the re-establishment procedure, the AS part of the UE triggers the NAS part of the UE to provide the UL_NAS_MAC and XDL_NAS_MAC parameters. These parameters are used to show that the UE is requesting the re-establishment and that the UE is communicating with a genuine network. The UE calculates a UL_NAS_MAC and XDL_NAS_MAC by using the currently used NAS integrity algorithm with the following inputs: Non-Access Stratum Integrity Protection Key (KNASint) as the key, the UL NAS COUNT that would be used for the next UL NAS message, the DIRECTION bit set to 0 and the target Cell-ID as the message to be protected to calculate Non-Access Stratum Message Authentication Code (NAS-MAC). 

Analysis-based Recommendation: 
The potential risk is low and no additional recommendation is required. Please see the report from CSRIC VII WG3 anticipated in March 2021.
[bookmark: _Toc55577983]NAS signaling and user plane confidentiality 
In the 3GPP standard the optional requirement is summarized as follows: where the use of cryptographic protection on S1-MME, S1-U, X2-C and X2-U is an operator's deployment decision.

Analysis:
5G NSA (Option 3) based networks may be at risk of exploit on LTE interfaces. Sending pre-authentication messages in the clear is acknowledged to be a root cause of known LTE protocol exploits. Backhaul control signaling interfaces, S1-MME and X2-C, backhaul user plane interfaces S1-U and X2-U, and management interfaces could be at risk if IPSec, or an equivalent encryption technology, is not used, however this does not necessarily translate to exploitability in a production environment, where other security controls may be brought to bear. 

Analysis-based Recommendation: 
Based on risk analysis and use case requirements, an operator makes the decision whether to use IPSec Encapsulating Security Payload (ESP), or an equivalent encryption technology such as Message Authentication Code Security (MACSec), on untrusted links to provide confidentiality over the S1-MME, S1-U, and management interfaces. 
[bookmark: _Toc55577984][bookmark: _Hlk54880188]IPSec Tunnel Mode versus Transport Mode
The 3GPP optional requirement is summarized as follows: in 3GPP TS 33.401, IPSec Tunnel mode is mandatory when using IPSec and IPSec Transport mode is optional.

Analysis:
The IPSec Tunnel Mode is considered to be more secure than Transport Mode because Tunnel Mode encrypts the entire packet, including the IP header, and supports Network Address Translation - Traversal (NAT-T). Transport Mode exposes the IP header thereby making it susceptible to traffic flow analysis and does not support NAT-T. Transport Mode provides reduced protocol overhead. 3GPP TS 33.501 requires implementation of IPSec ESP and IKEv2 for 5G SA and NSA. TS 33.501 maintains the mandatory requirement for use of IPSec Tunnel mode and optional requirement for use of IPSec Transport Mode.

Analysis-based Recommendation: 
Based on a risk analysis and use-case requirements, when using IPSec, the operator decides whether to deploy IPSec Tunnel Mode or Transport Mode over the S1-MME, S1-U, and management interfaces.
[bookmark: _Toc55577985]SEG Termination for IPSec
The 3GPP optional requirement is summarized as follows: in 3GPP TS 33.401, an Security Gateway (SEG) may be used to terminate the IPsec tunnel on the core network side.

Analysis:
The network design and network equipment performance should be considered by the operator when determining how to best implement IPSec termination in its core network. TS 33.501 maintains the optional requirement for the operator to use an SEG to terminate IPSec on the core network side.

Analysis-based Recommendation: 
Based on a risk analysis and use-case requirements, when using IPSec, the operator decides whether to deploy a SEG for IPSec termination on the core network side based on its network design.

[bookmark: _Toc55577986]RRC Integrity Checks
The 3GPP optional requirement is summarized as follows: in 3GPP TS 33.401, the supervision of failed RRC integrity checks is performed both in the MME and the eNB. In the case of a failed integrity check [i.e. faulty or missing Messaging Authentication Code (MAC-I)] that is detected after the start of integrity protection, the concerned message is discarded. This can happen on the eNB/gNB side or on the ME side.

Analysis:
3GPP standards clearly state that if keys are corrupted (e.g. RRC level deciphering and or integrity protection check fails repeatedly on the receiver side beyond some retransmission threshold, keys are missing in UE/eNB, Cellular Radio Network Temporary Identifier (C-RNTI) contained bit errors, etc.) the UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment).

This feature has been tested and results published in 3GPP TS 33.501V16, see Section 4.2.2.1.4.[footnoteRef:22] [22:  https://www.etsi.org/deliver/etsi_ts/133500_133599/133511/16.04.00_60/ts_133511v160400p.pdf.] 


Analysis-based Recommendation: 
Based on the analysis, the potential risk is low and no additional recommendation is required.
[bookmark: _Toc51702013][bookmark: _Toc51702102][bookmark: _Toc52273366][bookmark: _Toc53743926][bookmark: _Toc53743959][bookmark: _Toc55577987]RRC KeNB* and Token Calculation
The 3GPP optional requirement is summarized as follows: in 3GPP Standards the KeNB* and token calculation at handover preparation are cell specific instead of eNB specific. At potential RRC Connection re-establishment (e.g., in handover failure case), the UE may select a cell different from the target cell to initiate the re-establishment procedure. To ensure that the UE ‘RRCConnectionRe-establishment’ attempt is successful when the UE selects another cell under the control of the target eNB at handover preparation, the serving eNB could prepare multiple KeNB* and tokens for multiple cells which are under the control of the target eNB. The serving eNB may prepare cells belonging to the serving eNB itself.

Analysis:
For the re-establishment procedure, the target eNB cannot calculate the KeNB* for the alternate cells as it does not have all the required inputs (e.g., the KeNB currently in use at the source eNB) to calculate the KeNB*. This also can create a key mismatch problem for X2 handover if the source eNB does not use the same band as the UE will use when re-establishing into one of the alternate cells on the target eNB.
The KeNB in the eNB and UE are generated with multiple inputs where the DL frequency band number (i.e., EUTRA Absolute Radio Frequency Channel Number (EARFCN)) is one of the inputs. The KeNB* (i.e., key derived from KeNB) is calculated by the source eNB for the target cell and is forwarded to the target eNB during X2 handover (HO). For S1 handover, the target eNB computes the KeNB* locally from the fresh {next hop (NH), NH chaining counter (NCC)} pair received from the MME (Ref., 3GPP TS 33.401, clause 7.2.8.4.3[footnoteRef:23]). In S1 handover, there is no dependency between the computation of the KeNB* and any knowledge of the source eNB about the frequency bands used in the target eNB. [23:  https://itectec.com/archive/3gpp-specification-ts-33-401/.] 

The KeNB* for the other (alternate) cells in the target eNB are also calculated by the source eNB in case the UE should happen to perform a re-establishment into one of the alternate cells in the target eNB for the case where the intended handover is not successful. The KeNB* for each alternate cell is calculated by the source eNB for both X2 and S1 handovers. However, for S1 handover, the target eNB discards the multiple KeNB*s received from the source eNB, and derives the KeNB*s, as described in Annex A.5 of TS 33.401, based on the received fresh {NH, NCC} pair from the MME for forward security purpose (see, e.g., 3GPP TS 33.401, clause 7.4.3).

Analysis-based Recommendation: 
Since this is optional requirement security risks is implementation dependent. Please see the report from CSRIC VII WG3 anticipated in March 2021 that addresses TS 33.501 and 5G SA. Operators should monitor the standards development process.

[bookmark: _Toc55577988][bookmark: _Toc55577989]User Plane Integrity Protection
User plane integrity protection is not supported in 3GPP 33.401 specifications.

Analysis:
There are a number of enhancements made in 5G SA specifications to provide increased security as compared to 4G.  One such enhancement is the user plane integrity protection in RAN.  But for NSA deployments, the use of security mechanisms on the IP layer or above, such as TLS can be used as a countermeasure against attacks that exploit the lack of user plane integrity protection in NSA.  This is already described in the previous report titled “CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation.”

Analysis-based Recommendation:
[bookmark: _Toc38725744]For 5G NSA deployments, CSRIC VII recommends higher layer security protections based on application layer functionality that is applied to user-plane traffic, such as TLS, to mitigate user plane threats as outlined in the previous 5G CSRIC Report[footnoteRef:24]. [24:  https://www.fcc.gov/files/csric6wg3sept18report5gdocx-0. ] 

[bookmark: _Toc55223375][bookmark: _Toc55577990][bookmark: _Toc55577991]NAS and AS Security Contexts Confidentiality and Integrity Algorithms Selection
Integrity and ciphering algorithms for NAS and AS security contexts are defined by 3GPP and are mandatory for support and use by devices and the network.

Analysis:
Each eNB and MME is configured via network management with lists of algorithms which are allowed for use. There is one list for integrity algorithms, and one for ciphering algorithms. These lists are ordered according to a priority decided by the operator in a way that allows the operator to be prepared to switch between algorithms if the current algorithm in use is compromised. 

Analysis-based Recommendation:
The operator needs to be prepared to switch integrity and/or ciphering algorithms if the current algorithm in use is compromised or deprecated. 


[bookmark: _Toc55577992]Isolated E-UTRAN Operation for Public Safety (IOPS)
The 3GPP optional requirement is summarized as follows: LTE is currently being adopted as the base technology for next generation public safety networks. In parallel, notable efforts are being made by 3GPP to enhance the LTE standard in order to offer public-safety-oriented services. In Release 13 (June 2017), the Isolated E-UTRAN Operation for Public Safety (IOPS) concept was introduced. In Release 15, the 3GPPstandards describe additional mechanisms to maintain a level of communication between public safety users, offering local mission-critical services even when the backhaul connectivity to the core network is not fully functional.  

Analysis:
This public-safety-oriented feature set is not commercially available at this time. The working group expects 3GPP to continue to innovate and iterate as industry works to bring advanced networking technologies to the public safety community.

Analysis-based Recommendation:
Although IOPS is defined in 3GPP standards and TS 33.401, it is not commercially available at this time of this report and only relevant to operators providing mission-critical services.

[bookmark: _Toc55577993] Authentication
Relative to authentication capabilities, there is no impact to NSA. The existing authentication procedures, including certificates, in LTE networks will be used in NSA networks, as shown in Table 4 and defined by previous CSRIC Reports[footnoteRef:25]. For the SA architecture, authentication will be addressed by the CSRIC VII WG3- report that is anticipated in March 2021. [25:  https://www.fcc.gov/files/csric6wg3sept18report5gdocx-0.] 


Analysis:

The authentication capabilities have requirements in 2 areas:

1. Authentication procedures in LTE network over Access Stratum (AS), Non-Access Stratum (NAS) and in roaming scenarios. 
1. Authentication procedures in handover to and from UMTS/3G network and in wireless LAN based access network. 


Analysis-based Recommendation: 

All of the authentication procedures of LTE networks will be carried over the NSA. There are no new recommendations required. It is an operator’s decision whether to carry over LTE optional authentication configurations to NSA deployments.

[bookmark: _Toc55577994]Inter-PLMN Roaming Scenarios

For purposes of analysis and based on Table 4, this report focuses on EPC to EPC roaming scenarios, which are addressed in previous CSRIC Reports[footnoteRef:26]. For scenarios dealing with roaming from an EPC to 5GC, CSRIC VII WG2 defers to the report anticipated in March 2021 from CSRIC VII WG3. [26:  https://www.fcc.gov/files/csric6wg3sept18report5gdocx-0.] 

[bookmark: _Toc55577995]Distribution of IMSI and Authentication Data Between Different Serving Network Domains
Analysis:
This analysis is specific to a roaming scenario where the roaming device is performing a handover into the visited network by performing Tracking Area Update (TAU) so that its security and mobility context are preserved from the home network in order to provide a seamless connectivity. 

In this case, the device must be authenticated in home subscriber system (HSS) upon entering the visited network. This is the same as the device crosses two MMEs within the same Public Land Mobile Network (PLMN) or home network. The visited network (MME) will have to send device-specific identity like the IMSI back to the home HSS in order to first authenticate the user and then transfer security and mobility context from home MME into visited MME. 

The link security between two roaming partners for this purpose is critical in this scenario.

Analysis-based Recommendation: 
In roaming networks that involve NSA specific handover, the configuration of the roaming link and exchange of IMSI and authentication data between different serving domains or roaming PLMNs is the same as 4G LTE. The 4G LTE roaming architecture will be re-used for the NSA roaming as well. Hence, any existing link and roaming security will be carried over to the NSA network. 

As such, there are no specific recommendations required for roaming security. Operators will be using the same roaming architecture and roaming security in NSA as from the existing 4G LTE network.

[bookmark: _Toc55577996]Distribution of IMSI and UMTS Authentication Vectors Between MMEs or Between MME and Serving GPRS Support Node (SGSN)_
Analysis:

The capability applies to both distribution of Universal Mobile Telecommunications Systems (UMTS) authentication vectors within one serving network domain and distribution of UMTS authentication vectors between different serving network domains.

Analysis-based Recommendation: 

[bookmark: _Toc38725630][bookmark: _Toc38725631][bookmark: _Toc38725632][bookmark: _Toc38245694][bookmark: _Toc38725645][bookmark: _Toc38245695][bookmark: _Toc38725646][bookmark: _Toc38245696][bookmark: _Toc38725647][bookmark: _Toc38245697][bookmark: _Toc38725648][bookmark: _Toc38245698][bookmark: _Toc38725649][bookmark: _Toc38245699][bookmark: _Toc38725650][bookmark: _Toc38245700][bookmark: _Toc38725651][bookmark: _Toc38245701][bookmark: _Toc38725652][bookmark: _Toc38245702][bookmark: _Toc38725653][bookmark: _Toc38245703][bookmark: _Toc38725654][bookmark: _Toc38245722][bookmark: _Toc38725675][bookmark: _Toc38245723][bookmark: _Toc38725676][bookmark: _Toc38245724][bookmark: _Toc38725677]This requirement is not applicable to NSA network. This is because the Option 3 network is based on the 4G LTE core network. The UMTS (3G) based roaming scenario does not apply to NSA. 
[bookmark: _Toc34142390][bookmark: _Toc34142391][bookmark: _Toc255915836][bookmark: _Toc33443443][bookmark: _Toc38725718][bookmark: _Toc40293651][bookmark: _Toc55577997][bookmark: _Toc38725719][bookmark: _Toc55577998][bookmark: _Toc255915837]Findings
Industry is on a path to realize the full benefit of these optional security features as operators move toward 5G SA. As discussed in Section 5, and consistent with the scope of WG 2, many optional features in an NSA architecture become mandatory when 5G NR is deployed on a SA core. By adding 5G NR to existing 4G LTE, carriers can pre-position their networks to be able to adopt 5G security features that strengthen the integrity, confidentiality and reliability of North American networks.

This report identifies actions that carriers can take (see section 7.2) to enhance security while transitioning to 5G SA and notes the effort of implementation will vary for each carrier based on their risk assessment. The working group does not recommend any additional actions for the categories listed in this section (Section 6). The group’s risk assessment found that potential risk is low and that the case-by-case nature of the decision to implement should be left to the carrier.
[bookmark: _Toc55577999][bookmark: _Toc55578000]Authentication 
All of the authentication procedures in specific portion of LTE network will be carried over the 5G NSA. There are no new recommendations to the operators, it is an operator’s decision and NSA does not add new requirements. It is also an operator’s decision to carryover LTE optional authentication configurations to NSA deployments.
[bookmark: _Toc55578001]Control Plane RRC UE
3GPP has approved a CR (CR S3-194112) to address the security issue related to CIoT connection re-establishment. The security risk is mitigated by this revision and no additional recommendation is required. 3GPP has addressed the security related to CIoT connection re-establishment in Release 16.

[bookmark: _Toc55578002]NAS and AS Security Contexts Confidentiality and Integrity Algorithms Selection
An operator needs to be prepared to switch between algorithms if the current algorithm in use is compromised or deprecated. 

[bookmark: _Toc55578003] Isolated Operations for Public Safety (IOPS)
IOPS features are not commercially available at this time and only relevant to operators that offer mission-critical services. Operators that provide critical services should monitor the standards development process.
[bookmark: _Toc55578004]Inter-PLMN Roaming Scenarios
 Distribution of IMSI and Authentication Data Between Different Serving Network Domains
Any existing link and roaming security will be carried over to the NSA network. There are no specific recommendations required for roaming security provided that the operators will be using the same roaming architecture and roaming security in NSA from the existing 4G LTE network.

Distribution of IMSI and UMTS Authentication Vectors Between MMEs or Between MME and SGSN
This requirement is not applicable to NSA network. The Option 3 network is based on the LTE (4G) core network. The UMTS (3G) based roaming scenario does not apply to the NSA. 

[bookmark: _Toc55578005]RRC KeNB* and Token Calculation
Since this is optional requirement security risks are implementation dependent. Operators should monitor the standards development process.

[bookmark: _Toc55578006]Recommendations
[bookmark: _Toc40293652][bookmark: _Toc55578007][bookmark: _Toc38725723][bookmark: _Toc38725724][bookmark: _Toc38725725][bookmark: _Toc38725726][bookmark: _Toc38725727][bookmark: _Toc38725728][bookmark: _Toc38725729][bookmark: _Toc38725730][bookmark: _Toc38725731][bookmark: _Toc38725732][bookmark: _Toc38725733][bookmark: _Toc38725734][bookmark: _Toc38725735][bookmark: _Toc38725736][bookmark: _Toc38725737][bookmark: _Toc38245746][bookmark: _Toc38245747][bookmark: _Toc38245748][bookmark: _Toc38245749][bookmark: _Toc38245750]Recommendations for the FCC

[bookmark: _Toc55578008]Transition to 5G SA
5G RAN in NSA
As carriers connect 5G RAN to an existing LTE core and 3GPP continues to innovate on 5G SA-related standards, CSRIC VII recommends no new or additional regulations to address conformity to a particular core network design during this period of rapid development. The FCC should emphasize that carriers follow the guidance in CSRIC VII’s previous report, CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation,”[footnoteRef:27] as well as other previous CSRIC Reports.  [27:  https://www.fcc.gov/file/18918/download. ] 

Timely Transition
CSRIC VII recommends that the FCC continue to support the industry's focus on the flexible and unimpeded deployment of secure next-generation networks. The FCC should leverage its unique role within government and continue to support the market-driven advances towards 5G, which will carry forward enhanced mitigations and address risks in an efficient manner.
[bookmark: _Toc55578009]Future CSRIC Efforts
CSRICVII recommends that future CSRIC efforts focus on the 5G SA architecture, as industry pushes ahead aggressively to innovate and deploy 5G in the US. 
[bookmark: _Toc40293656][bookmark: _Toc55578010]Recommendations for Industry
[bookmark: _Toc55578011]CSRIC Recommendations and Best Practices
Communications sector members should use CSRIC best practices as a reference for working with vendors and suppliers to reduce cybersecurity risk within the core network. Communications sector stakeholders that provide hardware and software products and services for the core network should reference the best practices to help ensure security-by-design principles are collaboratively addressed, see CSRIC V WG6 Report.[footnoteRef:28]  [28:  https://transition.fcc.gov/bureaus/pshs/advisory/csric5/WG6_Final_091416.docx. ] 

[bookmark: _Toc55223396][bookmark: _Toc55578012][bookmark: _Toc55219373][bookmark: _Toc55223397][bookmark: _Toc55578013][bookmark: _Toc55578014]User Plane Confidentiality and Integrity
As per CSRIC VII Report on Risks to 5G from Legacy Vulnerabilities and Best Practices for Mitigation,[footnoteRef:29] CSRIC VII recommends higher layer security protections, such as TLS, to mitigate user plane threats. For NSA deployments, CSRIC VII recommends higher layer security protections to mitigate user plane threats. [29:  https://www.fcc.gov/file/18918/download.] 


Based on a risk analysis and use case requirements, the operator should decide whether to use IPSec ESP, or an equivalent encryption technology such as MACSec, on untrusted links to provide confidentiality over the S1-U interface. 
[bookmark: _Toc55131574][bookmark: _Toc55219375][bookmark: _Toc55223399][bookmark: _Toc55578015][bookmark: _Toc55131575][bookmark: _Toc55219376][bookmark: _Toc55223400][bookmark: _Toc55578016][bookmark: _Toc55578017]NAS Signaling Confidentiality and Integrity 
It is recommended that the operator decide whether to add more security for signaling messages based on their specific customer requirements. Security can be enhanced by adding confidentially and/or integrity protection on unprotected signaling messages. Such changes would break many critical functions/features requiring resolution by adding significant complexity in mobile devices and network systems. 

The operator should decide whether to use IPSec ESP, or an equivalent encryption technology such as MACSec, on untrusted links to provide confidentiality over the S1-MME, and management interfaces based upon risk analysis and the use case. 
[bookmark: _Toc55578018]IPSec 
The following subsections provide recommendations for IPSec configuration options when IPSec is used.
Tunnel Mode versus Transport Mode
Based on a risk analysis and use case requirements, when using IPSec, the operator should decide whether to deploy IPSec Tunnel Mode or Transport Mode over the S1-MME, S1-U, and management interfaces.
SEG Termination for IPSec
Based on a risk analysis and use case requirements, when using IPSec, the operator should decide whether to deploy a SEG for IPSec termination on the core network side per their network design.



[bookmark: _Toc40293671][bookmark: _Toc55578019]Glossary of Terms

[bookmark: _Hlk56590277]3GPP	3rd Generation Partnership Project
4G 	Fourth Generation	
5G	Fifth generation
5GC	5G core
5G NR	5G New Radio 
5GPPP	5G Infrastructure Public Private Partnership
AF	Application function 
AMF	Access and mobility function 
API	Application Programming Interface
ARIB 	Association of Radio Industries and Businesses
AS	Access Stratum
ATIS	Alliance for Telecommunications Industry Solutions
AUSF	Authentication server function 
BGP	Border gateway protocol
BIS	Bureau of Industry and Security 
[bookmark: _Hlk39743628]BITAG 	Broadband Internet Technical Advisory Group
BSS	Base station subsystem 
BWP	Bandwidth part 
CATLs 	CTIA Authorized Test Labs 
CCSA	China Communications Standards Association
CIoT	Cellular Internet of Things
CMMC 	Cybersecurity Maturity Model Cybersecurity 
COVID	Coronavirus Disease
CP	Control Plane
CR 	Change Request
C-RNTI	Cellular Radio Network Temporary Identifier
CRS	Cell-specific reference signal 
CSA	Cloud Security Alliance 
CSCC	Communications Sector Coordinating Council 
CSDE	Council to Secure the Digital Economy 
CSRIC	Communications Security, Reliability and Interoperability Council 
CTIA 	CTIA – The Wireless Association
CU 	Central unit 
DDoS	Distributed denial of service 
DL	Downlink
DHS	Department of Homeland Security
DoC	Department of Commerce
DoD	Department of Defense
DU	Distributed units 
EAR	Export Administration Regulation 
EARFCN	EUTRA Absolute Radio Frequency Channel Number
eCAPIF	Enhancements for Common API Framework for 3GPP Northbound APIs
EIR	Equipment Identity Register 
eMBB	Enhanced mobile broadband
eMIMO	Enhanced Multiple Input Multiple Output
eNB	Evolved NodeB
EPC	Evolved Packet Core
EPS	Evolved Packet System
ESP	Encapsulating Security Payload
[bookmark: _Hlk39743258]ETSI	European Telecommunications Standards Institute
EUTRA	Evolved Universal Terrestrial Radio Access
E-UTRAN	Evolved Universal Terrestrial Radio Access Network
FCC	Federal Communications Commission
gNB	generation Node B
GDPR	General Data Protection Regulation 
GGSN	Gateway GPRS Support Node 
[bookmark: _Hlk39592728]GPRS	General Packet Radio Services
GSMA	Global System for Mobile Communications Association
HARQ	Hybrid ARQ
HLR	Home Location Register 
HO 	Handover
HSS	Home Subscriber System
ICT	Information and Communications Technology
IEC	International Electrotechnical Commission 
IEEE	Institute of Electrical and Electronics Engineers
IETF	Internet Engineering Task Force
IMSI	International Mobile Subscriber Identity
IMT-2020	International Mobile Telecommunications
IOPS	Isolated E-UTRAN Operation for Public Safety
IoT 	Internet of Things
IP	Internet protocol
IPSec	Internet Protocol Security
ISO	International Organization for Standardization
ISP	Internet service providers 
IT 	Information technology
ITU	International Telecommunication Union
ITU-R 	ITU Radiocommunication Sector
KeNB	eNodeB Key, in use at cell site
KeNB*	eNodeB Key, used to calculate at target cell site
KNASint	Non-Access Stratum Integrity Protection Key
KPI	Key performance indicator
LPWA	Low power wide area
LTE 	Long-term evolution
LSB	Least Significant Byte
MAC-I	Message Authentication Code
MACSec	Message Authentication Code Security
MEC	Mobile edge computing
MIB	Master information block 
MME	Mobile management entity 
mMTC	Massive machine-type communications
mmWave 	millimeter wave 
MSC	Mobile switching center
NAS	Non-Access Stratum
NAS-MAC	Non-Access Stratum Message Authentication Code
NAT-T	Network Address Translation Traversal
NB-IoT	Narrowband Internet of Things
NCC	Next Hop Chaining Counter
NEF	Network exposure function 
NF	Network functions
[bookmark: _Hlk39579830]NFV	Network function virtualization
NGC	Next generation core
NGMN	Next Generation Mobile Network
NG-RAN	Next generation radio access network
NH	Next Hop
NIST	National Institute of Standards and Technology
NR	New Radio
NPRM	Notice of Proposed Rulemaking 
NR	New radio
NRF	Network resource function 
NSA	Non-standalone
NSSAI	Network Slice Selection Assistance Information 
NSSF	Network slice selection function 
OTA	Online Trust Alliance 
PBCH 	Physical broadcast channel 
PCF	Policy control function 
PCFICH 	Physical control format indicator channel 
PCI	Physical cell identity 
PCRF	Policy and charging rules function 
PGW	Packet gateway 
PLMN	Public Land Mobile Network
PRBS	Physical resource blocks 
PSA	Platform Security Architecture Joint Stakeholder Agreement
PSS	Primary synchronization signal 
QBL	Qualified bidder lists
QML	Qualified manufacturer lists
RAN	Radio access network
RLF	Radio Link Failure
RRC	Radio resource control 
SA	Standalone
SA3 	Security working group
SAE	System Architecture Evolution
SBA	Service-based architecture
SCP	Service communication proxy 
SCRM	Supply chain risk management 
SD	Slice differentiator 
[bookmark: _Hlk39579864]SDN	Software-defined networking
SEG	Security Gateway
SEPP	Security Edge Protection Proxy
SGSN	Serving GPRS support node 
SGW	Serving gateway 
SIB	System information blocks 
SMF	Session management function 
S-NSSAI	Single Network Slice Selection Assistance Information 
SS7	Signaling system 7
SSB	Synchronization signal block 
SSS	Secondary synchronization signal 
SST	Slice/Service type 
[bookmark: _Hlk56620504]S-TMSI	SAE-Temporary Mobile Subscriber Identity
SUPI 	Subscription Permanent Identifier
TAU	Tracking Area Update
TLS	Transport Layer Security
TS	Technical Specification
TSDSI	Telecommunications Standards Development Society, India
TTA	Telecommunication Technology Association (Korea)
TTC	Telecommunication Technology Association (Japan)
UDM	Unified data management 
UE	User equipment
UL	Up Link
[bookmark: _Hlk39592744]UMTS	Universal Mobile Telecommunications System
UPF	User plane function 
URLLC	Ultra-reliable low-latency communication
VLR	Visitor location register 
WG	Working Group
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