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AI Primer
Artificial Intelligence is simply defined as the capability of a machine to imitate intelligent human behavior.

Narrow Intelligence – Has a narrow          
range of capabilities – This is AI today

General Intelligence – Matches human 
intelligence 

Super Intelligence – Exceeds human 
intelligence

Reactive Machines –  Responds to stimulus  - 
Aircraft autopilot, or Automated factory

Limited Memory - makes informed decisions 
based on input – Self driving car

Theory of Mind – Emotional intelligence 

Self-Aware – Obtains consciousness

Three stages of AI  4 types of AI
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AI Primer

Machine Learning is an enabler of Artificial Intelligence using 
data and algorithms.

Source: medium.com

Generative
Generative models 
creates things. 
Technically they 
understand how the data 
is embedded into what 
they are about, such as 
language in an LLM.  The 
downside, or risk is that 
they struggle with 
handling outliers.

Discriminative
Discriminative models 
which are also called a 
conditional models and is 
what we use to detect spam 
and fraud.

2 Main types of Algorithms
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AI Primer

Machine Learning is an enabler of Artificial Intelligence using data and algorithms.

Supervised 
training data is labeled

Unsupervised 
 training data is unlabeled or 

raw data

Reinforcement
 reward training, positive or 
negative, penalty or reward, 

repeated thousands to 
billions of times. 

1 2 3

3 Main types of training:
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Solutions
In Signal verses Call Activation

In Signal applications

• Products and applications which 
intercept a call and identify the 
telephone number as potential 
spam, scam, or fraud to the 
recipient of the call.

Call activation Applications

• Over the top, Downloadable app, 
etc.  Products which analyze the 
telephone number as potential 
spam, scam, or fraud to the 
recipient once the call reaches its 
intended recipient.  This group also 
includes applications which “listen 
in” on the call.
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Today’s Approaches in Spam and Fraud

Current market suppliers are using 
Discriminative AI to prevent spam and 
fraud

• Approaches include Decision Tree, 
Clustering, Neural Networks

• Algorithms are trained using proprietary 
data sets with some common elements

• Directory listings and calling volume are 
used to determine good practices

• Feedback from subscribers typically 
collected to identify spam/fraud

• Honeypots are used to evaluate 
performance of spam detectors

High volume low latency are key 
considerations

• Fraud and scam detection is to be               
made pre-connect 

• Handling traffic from large networks requires   
low latency

Adaptive learning approaches capture new 
fraud trends

• Frequent updates to fraud detection       
methods are needed as spam campaigns        
are always evolving
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Deep fake images, video and voice can be created using 
inexpensive or free commercially available tools. 
● A deep fake image or video is when someone’s face or body has 

been digitally altered so they appear to be someone else, typically 
to spread misinformation

● A deep fake voice is a synthetically generated voice to replicate 
someone’s voice, including their volume, pace, tone, pitch and 
enunciation

What Is a Deep Fake? 

v

“As technology advances, it will become increasingly 
difficult to identify manipulated media.”

Department of Homeland Security Report
10
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Bad actors leverage generative tools due to the cost 
and easy access. So, what are they doing exactly? 
● Broad Reach—using deep fakes to replicate 

politicians, celebrities and other public figures
● Narrow Focus—creating a single opportunity using 

human engineering

○ Commonly uses fear

○ Victims might not have the means to pursue attackers 
legally

○ Law enforcement has limited bandwidth

How Are Bad Actors Using AI?
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How are bad actors collecting data?

This raw data then gets applied to human engineering

Voice 
Mail

Public 
Speaking

Videos 
including 
TikTok, 
Youtube
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Will video-calling clones be next?

“Delphi, touted as the world’s first 
digital cloning platform, uses data 
from podcasts, videos, PDFs and 
other content to develop a clone that 
can mimic the user’s thoughts and 
speech—and it can take as little as 
one hour.”
NY Post, April 2024
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Applying Current Regulations
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To wrap up, 
Some thoughts 

on future 
regulations

To wrap up, Some thoughts on future regulations

Gen into the 
detail of AI

What performs 
harm verses 

what is beneficial



© 2024 TNS Inc. – All rights reserved© 2024 TNS Inc. – All rights reserved

Thank You
Greg Bohl – gbohl@tnsi.com
solutions@tnsi.com

tnsi.com

mailto:gbohl@tnsi.com
mailto:solutions@tnsi.com
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New Hampshire 
AI Robocall 
Enforcement
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Breaking News
January 21, 2024

This coming Tuesday is the New Hampshire Presidential Preference Primary . . . . We 
know the value of voting Democratic when our votes count.  It’s important that you save 
your vote for the November election . . . . Your vote makes a difference in November, not 
this Tuesday. . . 
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Investigation

21

YouMail 

Industry Traceback Group

New Hampshire Attorney General’s Office 

Anti-Robocall Multistate Litigation Task Force

Department of Justice



Tracing the spoofed calls

Lingo Telecom

Life Corporation

Steve Kramer
22



Steve 
Kramer 

Self described:
• Political Consultant
• Worked in politics  

since the age of six
• CEO of Get Out The 

Vote (“GOTV”)
• Political robocall 

veteran  
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Paul 
Carpenter 

Self described:
• Magician and 

Hypnotist
• Can escape a 

straitjacket in less 
than 11 seconds

• World record holder 
for spoon bending

• Expert on all things 
AI
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ElevenLabs

25



Two-Step Enforcement to Protect Consumers

Step 1: Disrupt Calls

• Issue CDL warning service 
provider

• Issue Public Notice to warn 
industry about potential bad 
actor

• Highlight the dangers to the 
public

Step 2: Hold Responsible Party 
Accountable 

• Issue citations
• Notice of Apparent Liability 
• Consent Decree 
• Forfeiture Order 
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FCC Notifies All U.S.-Based Voice Service Providers of 
Rules Permitting them to Block Lingo Telecom

(k)(4) Public Notice 

47 CFR§ 64.1200(k)(4) 
Permits downstream providers to block calls from a 
notified provider that fails to either; 
(a) effectively mitigate the identified traffic within 48 

hours or
(b) implement effective measures to prevent new and 

renewing customers from using its network to 
originate illegal calls).
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FCC Issues Robocall Cease-and-Desist Letter to Lingo 
Telecom

Lays out specific steps provider MUST take to avoid 
further enforcement action.

A) Provider must Investigate the identified robocalls 
within 48-hours.

B) Block the robocalls and any substantially similar 
robocalls within 14 days.

C) Report back certifying that it is blocking the 
traffic and a description of its plan to identify and 
block similar traffic.

28



FCC Proposes a $6M 
Fine against Steve 

Kramer for Generative 
AI Robocalls that 

Imitated President 
Biden
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FCC Proposes $2M 
Fine Against 

Carrier Behind N.H. 
Robocalls

30
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Lunch Break

Consumer Advisory 
Committee

Please rejoin the live 
broadcast at 1:15 PM EDT



John Breyault
Vice President, Public Policy, 
Telecommunications and Fraud
National Consumers League

Working Group 1: 
Technical Updates



Questions & Answers

Consumer Advisory 
Committee



Claudia Ruiz
Civil Rights Analyst
UnidosUS

Working Group 2: 
Outreach Updates
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Public Comment

Consumer Advisory 
Committee

Please submit your comments to 
LiveQuestions@fcc.gov



THANK YOU
Consumer Advisory Committee


	Consumer Advisory Committee
	Slide Number 2
	Slide Number 3
	AI in Telcom
	AI Primer
	AI Primer
	AI Primer
	Solutions
	Today’s Approaches in Spam and Fraud
	What Is a Deep Fake? 
	How Are Bad Actors Using AI?
	How are bad actors collecting data?
	Will video-calling clones be next?
	Applying Current Regulations
	To wrap up, Some thoughts on future regulations
	Thank You
	Slide Number 17
	Slide Number 18
	New Hampshire AI Robocall Enforcement���� 
	Breaking News�January 21, 2024
	Investigation
	Tracing the spoofed calls
	Steve Kramer 
	Paul Carpenter 
	ElevenLabs
	Two-Step Enforcement to Protect Consumers
	FCC Notifies All U.S.-Based Voice Service Providers of Rules Permitting them to Block Lingo Telecom�
	FCC Issues Robocall Cease-and-Desist Letter to Lingo Telecom
	FCC Proposes a $6M Fine against Steve Kramer for Generative AI Robocalls that Imitated President Biden��
	FCC Proposes $2M Fine Against Carrier Behind N.H. Robocalls�
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	THANK YOU



